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What is a backup and why do |
need one?

A computer backup is a copy of electronic data  stored separately fromt he original
files. In the event that the original data set gets co rrupted , damaged, deleted or

lost, the backup can be used to recover or restore the data. A backup th erefore
minimizes the risk of irretrievably losing data.

The concept of backing up information is much older than computers themselves. In
the 1950s, the first b ackups of computer data were made onto punch cards, a

simple technology that at the time was already over a hundred years old. In the

1960s, paper was replaced by magnetic tape. Due to its low cost and longevity
compare d to modern hard drive technology, ma gnetic tape is  still being used for
backups in many companies.  [The History of Backup ]

Backups are necessary because data has value. Whether this is sentimental,

commercial, or legal value, a backup is a way of securing valuable information. In a

world where a great deal of information is traded digitally, almost everyone owns

data that has financial value, for example purchased music or eBooks. Many files on

our personal computers dondtwelaeesgendng aletofar y val ue
time collecting them. The worst loss, however, would be files of which we own the

only copy in existence, such as personal documents or photos.

Matthias Pahl via Shutterstock

If you can afford to lose your files and have them restored by a specialist, then you
certainly dondt need to waste time on preparing
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industry that depends on peopl e whabdatdamddt make b
subsequently need someone to retrieve the information for them. In other words,

should your hard drive break down, there is a good chance that your files can be

recovered. However, the expert service comes at an incredible price tag, while

ba cking up your data yourself is almost completely free.

This manual will guide you through the process of setting up and maintaining regular
backups in Windows 7. The procedures are almost identical in Windows Vista, and

the concepts can be adopted for Wi ndows XP and other operating systems. | will
help you decide which files and folders to back up and how to organize data for an
easy backup. I will give you an estimation of how often you should back up different
types of files, which backup media or desti nations you can or should use, and how
to best organize the backup procedure. Finally, | will also show you how to backup
your operating system for a quick recovery in case things go wrong. | know that
preparing a backup is a hassle; thus, the strategies | propose are as simple and
straightforward as possible, maximizing both user comfort and data safety.
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The Master Backup Plan

The following chapters will help you organize your data and provide you with many
tools and information. Since much of it may seem overwhelming and challenging at
first, I would like to show you my master plan before we dive in. This is a simplified
overview of the steps you need to take from beginning to end to create a simple

and automated backup routine.

1. Getan overview of your f iles, so you know what is where.
2. Move User Profile to a non -system partition or drive.
3. Move all personal files off the system partition.
4. Decide which files to back up, how often and where to , for example:
a. Photos & seasonal, incremental 06 external hard driv e
b. Music, movies, and videos & monthly, incremental 9 external hard drive
c. Bulk personal files o weekly, differential & external hard drive
d. Frequently edited and used documents o daily, synced & online or flash
drive
e. Highly important files & frequently, full 6 CD/DVD /Blu -ray or flash drive
5. Decide which tools to use and set them up. D«
backup.
6. If the tools you picked do not provide scheduling, create a scheduled task.
7. Back up your operating system once to save time the next time y ou need to
reinstall.
Thatds it. Seems pretty straightforward, right?
details.

Orla via Shutterstock
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Where are my files and what should | back up?

Below you will find a list with all the folder locations you should consider for your
backup . Itis a guide that can help you fin  d the files that matter. It can  not cover your
individua | system setup, the way you organize your private data, or all the programs
you have installed.

TIP : Hidden Files

Note that some folders listed below may be hidden. To view them, open the
respective parent folder, go to > Organize and click > Folder and search

options . In the > Folder Options window, switch to the >  View tab. Under > Files
and Folders select > Show hidden files, folders, and drives . Click > Ok in the
bottom right to apply to selected folder only. Click > Apply to Folders in the top
left to apply to all folders.

Quick Backup List

If you have sufficient storage space and time to run backups, you might as well take

a shortcut and update all folders specified in the Quick List below. You will back up a

l ot of junk that you wil!/ never need, but at |

C:\ProgramData

C:\Users\

C:\Windows\Downloaded Program Files
C:\Windows\Fonts

C:\Windows\System32

custom folders not covered above

other hard drives or partitions containing important data

—( o —( —( —( —(—(

Detailed Backup Checklist

Take the follow checklist as a rough outline and personalize it to reflect your
individual system setup. If you find that your files are all over the place, consider the
next chapter and take  some time to organize your files and folders in a smart way.
You will find that small changes will increase the safety of your files and make your
backup project easier.

| broke down the list into three categories:
1. personal files = default locations for files you personally created
2. media files = default location for media files you have copied or downloaded
3. application data = default locations of software user profiles and settings

EE'. Tina Sieber
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Personal Files

—( —( —( —( —( —( —( —( —(

contacts
desktop
documents
downloads
favorites
images
music
pictures
videos

custom folders:

Media Files

—_—( —( —( —_—C = —( —( —( —( —( —( —( —(

Ly

documents
downloads
fonts
images
movies
music
pictures
ringtones

screensavers
themes

user account pictures
videos
wallpapers

other file locations:

Tina Sieber
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Default Location

C:\ Users <user name> \ Contacts

C:\ Users <user name> \ Desktop

C:\ Users <user name> \ My Documents
C:\ Users <user name> \ Downloads
C:\ Users <user name> \ Favorites

C:\ Users <user name> \ Images

C:\ Users <user name> \ My Music

C:\ Users <user name> \ My Pictures
C:\ Users <user name> \ My Videos

Default Location

C:\ Users Public\ Public Documents

C:\ Users Public\ Public Downloads

C:\ Windows \ Fonts

C:\ Users <user name> \ Images

C:\ Users Public\ Public Videos

C:\ Users Public\ Public Music

C:\ Users Public\ Public Pictures

C:\ Users <user name> \ AppData \ Local =
\ Microsoft \ Windows \ Ringtones

C:\ Windows \ System32\ <file name>.scr
C:\ Users <user name> \ AppData \ Local
\ Microsoft \ Windows \ Themes

C:\ ProgramData \ Microsoft \ User
Pictures

C:\ Users Public\ Public Videos

C:\ Windows \ Web \ Wallpapers
*1 per default the AppData folder is hidden

Account

Page

Notes
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Application Data

—_¢

Google Chrome
Firefox

—_

—_

Internet Explorer

—_¢

iTunes
Scanner
Skype
Thunderbird

—_—( —( —(

I Windows Live Malil

| other applications:

Stuff Happens: The Backup and Restore Guide

C:\ Users\ <user name> \ ...

€ \ AppData \ Local \ Google \ Chrome

€ \ AppData \ Local \ Mozilla\ Firefox and
é \ AppData \ Roaming \ Mozilla\ Firefox

€ \ Favorites and

é \ AppData \ Local\ Internet Explorer

€ \ My Music \ iTunes

€ \ AppData \ Roaming \ <manufact. name>
é \ AppData \ Roaming \ Skype

€ \ AppData \ Local \ Thunderbird and

€ \ AppData \ Roaming \ Thunderbird

é \ AppData \ Local \ Microsoft \ Windows Mail

— Tina Sieber
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How can | best organize my files for an easy backup?

A popul ar s agrgamzgd pedpla dreejusst tad lazy to look for things. 0
Indeed, it is very easy to find data on a computer; after all there is a search feature.
Howeve r, it gets a lot more complicated when you are trying to create a backup. In
this case, organized people have a major advantage. We will get to that later, but
for nowé

Just Back It Up!

Organizing files means that you have to move them and that in itself is a risk. Hence,
before you follow any of the  very smart advice further down in this guide I
recommendthatyou dondét get TfPrapare raw bhdkup right now !

Info: Skip This  Step

You can skip the backup if all your personal files are already located on a
hard drive or partition that is  not your C: drive or system patrtition!

As your backup destination you can use an external drive or a local
partition other than your C: drive . You can either back up the entire drive
or select the folders located on your C: drive  from the Quick List above.
Just make sure you have enough free space in the backup destination.

In fo: Time Intensive Step

If you want to back up many gigabytes of data, let the backup run
overnight as it could take a few hours.

Windows Backup and Restore

If you want to make a backup to an external hard drive, connect it now. To launch

the Windows 7 Backup and Restore feature, go to > Start and type > Backup into the
search field. From the results select > Backup and Restore and hit > Enter.

In the window that opens, click > Set up backup on the right.

EE'. Tina Sieber
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[ESREER
—~
U{\Jv|@ » Control Panel » All Contral PanelIterns » Backup and Restare j ¢¢| | Sezarch Control Pans! o |
Coentrol Panel H . @
e Back up or restore your files
'@' Create a system image Backup
@' Create a system repair disc Windows Backup has not been set up. B)Set up backup
Restore
Windows could not find a backup for this computer,
See also
. '@Select another backup to restore files from
Action Center
'@' Windows Easy Transfer
Recover system settings or your computer

In the new window, select the drive you want to save your backup to and click >
Next.

Il\\;—;i @ Set up backup

-— —

Select where you want to save your backup

We recormmend that you save wour backup on an external hard drive, Guidelines for choosing a backup
destination

Save backup ont

Backup Destination Free Space Total Size
e RECOWERY (D) 194 GE 11.62 GH
= DRIVE-M-GO (F) [Recormmended] 145,96 GE 149.05 GE
= Daten (G 3.24 GB 104,59 GB
‘_.? Fermovable Disk (KD 1.23 GB 15,23 GB

[ Save on a network... ]

[ Mext ][ Cancel]

Now you can choose what you want to back up as you can see. For the raw
backup click > Let me choose and > Next.

r- Tina Sieber
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€

E’Setuphackup ® .
-

What do you want to back up?

(7 LetWindows choose (recarnmended)

Windows will back up data files saved in libraries, on the desktop, and in default Windows folders,
Windowes will also create a systern irmage, which can be used to restore your computer if it stops
wearking, These iterns will be backed up on a reqular schedule, Howe does Windouws choose what
files to back up?

YWou can select libraries and folders and whether to include a systern image in the backup,
The iterns you choose will be backed up on a reqular schedule,

Mext ][ Cancel

Check > Local Disk (C:) , but note that Windows will not back up known system and
program files. If you would like to make a system image right now, check the
respective box in the bottom left. You can leave the items under > Data Files
checked.

<

& Set up backup

What do you want to back up?

Zelect the check box of the iterms that you want to include in the backup, #Vhat files are excluded by
Hefault from the backup

4 82 Data Files
[V152, Back up data for newly created users
. [¥152, Tina's Libraries
4 (M Computer
> Local Disk {C:)
+ [Thys RECOWERY (D3
+ [ Daten (G

Include a systern irmage of drives: (), Unnarmed drive

B swstern image is a copy of the drives required for Windows to run, You can use itto restore your
cormputer if it stops working.

Mext ][ Cancel

[

J

Tina Sieber
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Finally, review your settings , change the schedule if you want, and click > Save
settings and run backup  to proceed with backing up your files.

@ @Setup backup . ?

Review your backup settings

Backup Location: DRTWE-M-G0 (Fi

Backup Surmmary:

Iterms Included in backup
S A0 users Default Mifindowws folders and lao..,
LY All local data files
Schedule; Ewvery Sunday at 100 Pk ﬁhangeschedulg

[ Save settings and run backup ][ Cancel

You can use your computer lightly while the backup is underway, e.g. browse the

internet or read your mai |l yourdampdevadone, it 6s
P —— -+
——
o) |® v Contral Panel » All Control Panel Iterns » Backup and Restaore - |#? | | Eearch Contral Panel e |
C I Panel H ® .
ontrol Pane! e Back up or restore your files
B Turn off schedule l
'E?' Create a system image ) % Backup in progress...
gl Create a system repair disc = :
Backup =
Location: DRIVE-M-GO (F:) B Back up now
|
— 148.96 GB free of 149.05 GB
L=
-—-::l/ Backup size: Not Available
'5'u3|1age space
Mext backup: In progress... b
Last backup: MNewver
sy Contents: Files in libraries and personal folders for all users
—S and selected folders
(g St Schedule: Every Sunday at 7:00 PM
'5' Windows Easy Transfer '5';hange settings
The backup could take some time to complete. If you realize that you cannot wait
for it to finish, click > View Details and then click > Stop backup
| E'. Tina Sieber
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I+ Windows Backup...25% complete [ = ﬁ,l

Windows Backup is currently in progress

WT—
Copying files to FiY

Open the Backup and Restore Control Panel to view settings

| atop backup |

If necessary you can restore the backup you just made by opening > Backup and
Restore as described above and selecting a backup listed under the > Restore
headline or browsing for another backup.

| guess what | just did was show you how easy it is to run a backup. If you paid

attention, you will have spotted some additi onal features in the default Windows

Backup and Restore tool. Actually, by referring you to the scheduling option, this

could be the end of this guide. However, there is a lot more to be said about storing

data and setting up smart automatic backups. So le tds return to the real
chapter: organizing files!

Separate Personal Files from Windows Files and Programs

My first and most important advice is to organize your files in such a way that very

little is stored on your system drive or partition.  Ideally, all your personal data should
be stored on a separate partition or hard drive. This strategy has several

advantages:

1. Your personal data will be safe if your system fails. Nothing to worry about!
2. Your personal files will live in one location.  Simple to backup!
3. When reinstalling your system, you have to restore less data. Faster setup!

To move personal files from your system drive, you either have to install a second

hard drive or create an additional partition on your primary hard drive. The | atter
option is completely free and can be done anytime without installing additional

tools.

Info: Skip This Step

You can skip creating a data partition if you already have a second hard drive

or partition installed that you can use to routinely store a nd access user profiles
and personal data. Note that this space cannot double as your future backup
location, as it will obviously store original data!

EEl. Tina Sieber
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Create a Data Partition

Whi | e i tallysafegoanowe data around orre  -partition a hard drive, things can

go wrong and you should rather be safe than sorry. Thus, if you havenohprepyre d
a raw backup, please return to the beginning of this chapte r and do so now.

For the system partitio n, i.e. your C: drive , you have to calculate at least 20 GB
(20,480 MB), more if you tend to install a lot of software. A minimum of 5 GB (5,120
MB) extra should always be available on the C: drive , otherwise Windows will
become slow and unresponsive.

Any additional space can be dedicated to the new data partition. To manage your
Windows 7 partitions, go to >  Start, type > partition in the search field, select the
option > Create and format hard disk partitions and hit > Enter.

The Disk Management too | shows all your partitions, their size and how much free
space is left. To create a new partition, you first need to shrink the system partition by
the respective size. This creates unallocated space that you can subsequently
allocate to your data partiti ~ on.

t=# Disk Management - oS -

Eile  Action Niew Help

s @ EHAERDXE = E

| Type | File System | Status | Capacity | Free Spa... | % Free Fault Tolerance Overhead
Dynamic ~ NTFS Healthy (5. 199 MEB 167 MB 84 % No 0%
Dynamic  NTFS Healthy (B... 116.38 GB 86.25GB T4 % No 0%
Dynamic  NTFS Healthy 93.71 GB 6.50 GB 7% No 0%
Dynamic  FAT32 Healthy 93 ME 93 ME 04 % No 0%
Dynamic  NTFS Healthy 11.62 GB 1.4 GB 17% No 0%

4 1 k

i
Disk 0 .+« I

Dynamic (c Daten (G3) Daten (G:) RECOVERY (D) ||HP_TO
232-39 GB 199 ME | |116.38 GB NTFS 48,83 GB MTFs 5576 GB NTFs 11.62 GB MTFs 103 MB
Online Healthy || Healthy (Boot, PageF || Healthy Healthy Healthy Healthy

|| Il Unallocated [ Simple volume

Right-click the partition you wish to shrink and select > Shri nk V oHe toohwile
guery the volume for available shrink space and then let you specify the amount by

which you wish to shrink the volume in MB. Make your entry and click > Shrink to start
the process.

EE'. Tina Sieber
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i=f Disk Management =NECN X
File Action View Help
e D HT BXE = Open
| Type | File System | Status | Capacity Explore nce Overhead
Dynamic  NTFS Healthy (5... 199 MB Exdend Volume.. 0%
Dynamic  NTFS Healthy (B... 116.38 GB . 0%
Dynamic  NTES Healthy 99.71 GB shrink Volume... 0%
Dynamic  FAT32 Healthy 99 MB Add Mirror... 0%
Dynamic  NTFS Healthy 11.62 GB i 0%
Change Drive Letter and Paths...
Format...
4 | Reactivate Yolume | »
i
Capiko [N DclctcVolume. I —
Dynamic () Properti OVERY (D) || HP_TO
perties
232.89 GB 199 ME | |116.38 GB NTFS 2 GB NTFS 103 MB
Online Healthy || Healthy (Boot, Page F Help [thy Healthy
Once you have freed up space, it will appear as > Unallocated in your Disk

Management tool. You can assign the unallocated space to an existing partition or
create a new partition.

To add the space to another partition, right -click the respective partition, select >
Ext end V odndiassge all available space to that volume.
To create a new partition from the unallocated disk space, right -click it and select >

New Si mpl e Vhe NawrSienple Volume Wizard will guide you through the
steps of creating a new volume. You can pick the amount of unallocated space

you want to assign to the new partition, a drive letter, and the file system in case you
want to format the free space.

4 | 1 | ¥
1

4 Disk 0 .t 1 1 I

Dynamic (C:) Daten (G:) Daten (G:) RECOVERY ([ ||HP_Ti
BE-_EQ GB 199 M1 | [116.38 GB NTFS 4394 GB NTFS | 4.88 GB 5576 GB NTFS 1162 GB NTF¢ | 103 W
| Cnline Health ||Healthy (Boot, Pac | | Healthy Unallocated | | Healthy Healthy Healtl

MNew Simple Volume...
MNew Spanned Volume...

. Mew Striped Volume...
B Unallocated Ml Simple volume ! ped ¥

MNew Mirrored Velume...
Mew RAID-5 Volume...

Permanently Move User Profile

Windows 7 handles user profiles much better than previous versions. All your files and
settings are stored in your user profile under C:  \ Users <user name>. However, since
this folder is located on the system drive, we will have to move it. The process | will

EE'. Tina Sieber
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show you is saf e and easy, but it does require the use of some geeky shortcuts, such
as the command prompt.

Attention: Create A Restore Point

Before you proceed to make changes to system files, you should create
a restore point. The procedure is quick and simple and is explained in
the following chapter: How can | back up and restore my operating

system?

In order to permanently move your current user profile, you will need to access your
Administrator account. If you are actually using the Administrator account as your
personal account (not advised), you need to create a second account with
Administrator privileges.

Activate Administrator account

Goto > Start and type > Command into the search field. Under > Programs the entry
> Command Prompt should come up. Right -click > Command Promp t and select >
Run as administrator from the menu.

Programs (3)
[m command

| Command line Opticns
|E® Command Prompt

Open
Open file location

'ﬂ' Run as administrator

Control Panel (3) 7-Zip N
@ Control the computer without 1 Scan selected files with AntiVir
@ Set up a microphone Pin to Taskbar
@ Start speech recognition Pin to Start Menu
Log in with the Administrator account credenti al
a password (not advised). Note that you cannot copy and paste text into the
command prompt. You need to type the comm ands as outlined below.

Use the following command to activate the Administrator account:

net user administrator /active  :yes

To deactivate the Administrator account, just run the same command again,
replacing the word  yes with no.

EE'. Tina Sieber
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While you are atit, you can also create a password for your Administrator account:
net user administrator <password>

Replace the term  <password> with your desired password.

B Adrministrator: Command Prompt

Microzoft Windows [Version 6.1.7660]
Copyright <c>» 20A? Microsoft Corporation. All rights reserved.

C:*Uzersz Tina’net uszer adminiztrator ~sactive:yes
The command completed successfully.

C:~Users~Tina>net user administrator safepu
The command completed successfully.

C:sUsers~Tinal

Proceedto Copy and Move Your User Profile  below.

Goto > Start and type > create into the search field. Under > Control Panel open
the entry > Create standard user account . Enter your desired > account name into
the respective field, select >  Administrator and click > Create Account . Since this is
an acc ount with administrator privileges, you should protect the account with a
password.

Log out of your user account and log in with another account that has administrator
privileges (see above). If you activated the Administrat or account, it should now
appear as a user on your Windows logon screen.

Info: Time Intensive Step
Note that if you have a lot of files stored in your user profile already, this step

can take some time. | recommend running the process during-a-time—when you
do not need your computer, e.g. overnight.

Click the key combination >  [Windows] + [R] , then type > cmd into the text field and
click > Enter to open the command prompt.

Enter the f ollowing command to copy your user profile to its new destination:

robocopy / mi r AUsprd 0Cs er n aDn&new location> 06

Eui Tina Sieber
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-

BEX Administrator: CA\Windows\system32\cmd.exe

Microzoft Windows [Uersion 6.1.768081]1
Copyright <c» 2089 Microsoft Corporation. All rights reserved.

ESREERE)

C:sUzers~Administrator.Yhistler>robocopy #mir ~xJ C:sUsers~Tina G:sUserssTina_

| assume that C: is your system drive. Replace  <user name> with the name of the

account you want to copy and move. | assume D: is the drive letter for the partition

or hard drive you will copy and permanently move your personal files to. Replace

<new location> with the path you want to copy and permanently move y our user

profile to. I f your user name has no spaces, Yyou
example no quotes were used in the screenshot above.

Note that robocopy copies the contents from one path to another. This means that

in the example above, only th e files and folders inside the <user name> folder will be
copied. Hence, you need to create a path that includes the desired parent folder,

e.g. D:\ <user name> if you want everything to be located inside the <user name>
folder.

In this step we will create a symbolic link that points to the new location of your user
profile. It requires that you successfully copied your user profile to its new location.

For this entire procedure, you need to be logged in with an Administrator acc ount
that is not your main user account.

First, you need to rename your current user profile. Go to > C:\ Userd and rename
your profile folder, for example from < user name> to <user name>_ old.

Now click the key combination > [Windows] + [R] , then type > cmd into the text field
and click > Enter to open the command prompt.

Enter the following command to create the symbolic link:

mk !l i nk \UsBrd «u€rname> 60D\<new | ocation>56

| Tina Sieber
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i B

EX Administrator: C\Windows\system32\cmd.exe = | B |t

Microsoft Windows [Uersion 6.1.7688]
Copyright <c> 288% Microsoft Corporation. All rights reserved.

C:sUserssAdministrator.Whistler>mklink ~D CG:sUserssIina G:xUsersxTina
Cannot create a file when that file already exists.

C:xUserssAdministrator.Whistler>mklink ~D CG:xUserssIina G:xUserswTina
zymhbolic link created for GC:xlUserssTina <<===2>> G:xlUsersz-Tina

C:wUsers“Administrator.Whistler>

Same assumptions made as in the previous step.

Potential Error: cannot create a file

If you get the error message > Cannot create a file when that file
already exists, you probably forgot to rename the original profile
folder.

Solution: Return to C: \ Users and rename the <user name> folder.

To test your settings, log into your personal user account and if everything appears

to work fine, you can delete the renamed user profile under C: \ Users. However, |
would advise you to first give the new setup a thorough one week test run and
prepare a proper backup with your new settings.

Potential Error: temporary profile

If you see a warning that Windows created a temporary profile, you
probably didndédt point the symbolic
didndt copy your profile to that | o

Solution 1: Log in as a different user and proceed to Copy and Move
Your User Profile above.

Solution 2: Go to > C: \ Users, delete the symbolic link and try the
mklink command again.

Solution 3: If you cannot figure it out, remove the symbolic link,
rename your user profile backt o its original name, reboot, and
everything should be back to normal. You can also use the Restore
Point you hopefully made earlier.

Tina Sieber
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To receive help in troubleshooting any issues with the above methods, submit a
guestion to MakeUseOf Answers. Please describe exactly what you were trying to do
and which commands you used.

Info: Reinstalling Windows
Remember that if you ever reinstall Windows after moving your user profile, you

have to set up the symbolic link again, in order to use the user profile located
on your secondary hard drive or partition. This procedure is much easier than
restoring your user data.

Suggested Folder Structure

Since your Windows user profile is now located on a separate hard drive or partition,
you might as well use it. My suggestion is to keep the default Windows folder
structure and only personaliz e or append it with additional folders.

The easiest thing you can do is keep all your folders inside your user folder, i.e. the

path to which the symbolic link points. In fact, you could point the symbolic link to

the data drive without a parent, i.e. <username> f ol der . I n other words,
recommend you set up a complicated folder structure.

EE'. Tina Sieber
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How often should | run a backup?

In one word: OFTEN

Wel | | the truth is there are files you donot nee
week. For example, large data collections that barely change only need to be

backed up every other week or month, depending on how often you add to them.

Files you change daily or weekly, for example emails or work documents on the

other hand, should be backed up at least once a week or every other day.

Important files that you access and edit daily, maybe even from different

computers, can be stored in one folder and syn ced with online storage space. This

process can be automated, so that you dondt even
backup.

Let me repeat that you need to run backups regularly. The frequency depends on

how often the files change and on how important the changes are. Rule of thumb:
the more often you change files in a specific folder and the more important these

files are, the more often you need to back up the respective folder.

liseykina via Shutterstock
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What are the best backup and restore tools and strategies ?
Up to this point you have organized your data to perfection or rather perfect
simplicity, you understand how important a backup is, and you know which backup
media you ¢ an use and where to store them. The question is, how do you make this
entire process as painless and convenient as possible? In this chapter | will show you
how to make smart backups and automate the backup process.

To choose therightbac kup strategy, itds important to unde
different types of backups and how they work.

A full backup is a 100% copy of the original files. It is typically saved to a fresh folder
that carries a timestamp. This is the traditiona | way to back up files. Since every single
file is copied, the full backup isthe  slowest of all backup types.

A differential backup backs up all files that have changed since the last full backup .
This means it adds all new and updated files to an existing full backup. If other

backups were made in the meantime, i.e. another differential or an incremental

backup, files that were backed up during these sessions will be backed up again,

since differential and incremental backups are not f ull backups. This is the safest way
to update an existing backup because you will be able to return to a previous

version of a file or in case one of the differential backups was corrupted, you may

have another copy that works.

Like a di fferential backup, an incremental backup backs up only changed files. The
difference between the two is that the incremental backup simply backs up files
that were changed since the previous backup, no matter whether this was a full,
differential, or incre mental backup. This is the fastest way to update an existing
backup.

Technically, syncing is a form of backup. The difference is that it works in multiple
directions. For example you can sync files between two computers; when the file is
edited on one computer, the latest copy is synced to the second computer and
vice versa. As you may have guessed, this method is interesting if you access and
edit files from different locations, e.g. your home and your work computer.

Tina Sieber
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You can either back up everything as we did with the raw backup at the beginning

of this manual, or you can revert to smart backups using the backup types above. A
smart backup saves time, hard drive space, and preserves energy. The smart

backup strategy is to create dif  ferent types of backups, depending on what you are
backing up, and creating automatic schedules that will help you not to forget or

skip a backup.

Backing up files online has the advantage that you can access them from

anywhere, provided you have an internet connection. Since the servers that store
your data are generally backed up themselves, this is also the safest way to back up
your files. Since server space is expensive, you should only back up your most heavily
accessed file s online.

What keeps many people from storing data online
itds easy to access, copy, and abuse data stored
hacked is the same for any device that is connected to the internet. Besides , Servers

are typically secured better than the average home computer.

For documents | recommend a differential backup. This way you can return to
previous versions of a document in case something went wrong. Depending on how
often your documents  change, a daily or weekly backup should be set up.

I n Windows 7 itds your best bet to back up the e
profile. Due to the complexity of this folder, | would recommend to make a full
backuponce a week. I f you dondt want to back up anyt

AppData folder, you can also use tools to back up and restore profiles of specific
applications, e.g. Outlook or Firefox. However, | find it easier to use only a single
program for all my backup purposes, thus | back up the entire folder.

For large file collections, i.e. music and movies, you only need to keep one full

backup that you update regularly. For this purpose | would recommend to set up a
weekly or monthly incremental  backup that runs on a set schedule. Remember that
if you edit the original collection, files deleted will still be present in your backup.
Hence you should make a full backup after removing files or folders from the original

copy.

Aseasonalback up i s what | recommend to set up for fil
change often. For example when you return from a vacation you probably upload
photos from your digital camera to your computer and sort them into respective
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folders. This is when you should r un an incremental backup to add these files to your
backup. You can do the same for music or movie downloads and run those
backups whenever you feel itds necessary.

EEl. Tina Sieber
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Backup Tools

I n the beginning of this manual | show&yp you how
tool . 1tds sufficient for basic backup and restoc
saving backups on a network drive, creating a system image, and setting up a

schedule for the backup. However, Wi ndowsd Backu

supports one single backup job and if you wish to setup several different backups,
that is not sufficient.

Cobian Backup
My personal tool of choice for many years has been Cobian Backup . It offers several
advanced options, while still being easy to use for average backup purposes.
Cobian Backup comes with a great Tutorial found under > Help in the toolbar. The
Tutorial explains the installation process and explains, why the program should be
inst all ed as a service, rather than as applicatior
Cobian Backup for your backup strategies.

In my example | will set up an incremental monthly backup for my music collection.
However, along the way | will also point out an d explain other options. If you are
ever unsure what an option does, hover over it with the mouse cursor and read the
tooltip for an explanation or open the Tutorial.

Backup jobs in Cobian Backup are called tasks. Click on the > clock symbol or go
throug h the toolbar > Task> New task to create the first backup job.

The new task window launches with the > General tab open. If you create separate
backups with a timestamp, you can select how many copies to keep (bottom left). If
you set up a differential or incremental backup, you can choose how often a full

backup should be prepared (bottom right). The > Dummy opti on opens the
respective task on schedul e, but doesndt run i t.
reminder, for example to run a backup once you no longer need the computer. If
you dondét want a task to run f Disablel boxhi | e, you <ca
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ﬁng Cobian Backup Boletus
List Task History Log Tools Help

BEXIO ST A3

iy
Music Monthly Incremental [

| ] Genera .
6D Files Music Monthly In
O Schedule

2B archive Task name
.5) Exclusions Music Monthly Incremental
& Events B A
Disal
;6 Advanced '
Indlude subdirectories

[| Create separated backups using timestamps

Use file attribute logic

Use Volume Shadow Copy
Backup type
@ Full @ Incremental
(") Differential () Dummy

Full copies to keep Make one full every...
:O 3
Every X backup will be forced to be full

—_—

MainList.lst (Files: 0, Si Lo [ concel | L)

In the > Filestab, specify both the files and folders you want to back up ( Source), as
well as where you want to back them up to ( Destination ). Backups can be

performed both from and to FTP servers. Setting up multiple destinations is practical if
network letters for your external hard drive sometimes change. Or you can make a

backup to multiple locations. Cobian Backup lets you drag and drop files and

folders, which | find very convenient.

[ Music Monthly [ncreme_n‘t'al ' g‘
|:| General 5
ource
@Hles
©) schedue (5 G:pusic
ﬂ.ﬁ\rchive
L Events Destination
Cﬂ' Advanced E;' F:\Cobian
%add o @ e
k5 Directory Drag'n'drop from Explorer
@ Fw
f_ﬁ, Manually [ oK ] [ Cancel ]
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The > Schedule tab is straightforward with no surprising or complicated features. This
tab also completes the basics that are required for a proper backup. The following

tabs offer advanced features.

Music Monthly Increm_E:_Tal - - ﬁ
Ei General
Schedule type
@Files
[I'U'.lmﬂ'iy v]
OS::heduIe
Onece
9 Archive Daily
] Weekl
& Exclusions T —
L\ Events i—ea”Y L=
Imer
."f.; Advanced Manually Thursday
Friday Saturday
Sunday
Date,Time
Time
3/21/2011 11:00:00 PM =
Days of the month
1 January
150 12:00:00 &M =5 11:5%:59PM =
[ oK ] [ Cancel
b
Under > Archive you can set up file compression and encryption and password
protect your backups. | prefer to run my backups with neither.
Tina Sieber
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-
Music Monthly Incremental ‘. - u
|:| General Compression
ED Files Compression type Split options
O Schedule [Nu COMpression - Mo split
| 5D Archive :
-EJExdusiuns Compress individually Custom size (bytes!
E_'l, Events Password protect 4300000000
ﬂf_;#.dvanced Pasaword Pasaword (retype
Archive created by Cobian Backup 10
Strong encryption
Encryption type Passphrase qus
Mo encryption -
[ QK. ] ’ Cancel ]
e
Li kewise, | dondt wuse > Exclusions or inclusions
you have an older backup made with another tool and would like to back up only
newer file s. You can also discriminate by size, file or directory.
rMusic Meonthly Incremental £ - g
L] General Include ONLY these fi
@F“ES noude 25E Ties
OS::hedule
£ archive
) Excusions @dd 3 Edit @) Delete
aEvents |:| Files
C_E, Advanced & Directory
,:f_, Mask
% Sraller than...
v Larger than...
Eo Newer than...
@ Older than...
Add ) Edit ) Delete
[ OK ] ’ Cancel
I Tina Sieber
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If you want to back up program profiles, you may want to look into the > Events tab.
Here you can let Cobian Backup run events before and after the backup, for

example close and open programs or shut down the computer after the backup
concludes. If you run Cobian Backup as an application, you should always close

programs if you intend to back up their profiles. However, you can also install Cobian
Backup as a service and simply log off your usera  ccount before the backup starts.

& 5
Music Manthly Incremental - - @
D General
Pre-backup events
@ Files
() schedule (2 CLOSE, Mozilla Firefox™, trus
D Archive () STOP_SERVICE Browser,
i )
¢ Exdusions o -
- Ed ) Delete
& Events
i} Advanced () Pause frors
O Execute
f O Execute and wait
1 Close program
O Start service
O Stop service
[] Do not execute if pre-events fail
[ OK ] [ Cancel ]
h

Under > Advanced you can run the task as another user and set other preferences.

[§ |
Music Monthly Incremental ™ . &J
D General
y D Mirror task

B Files

O schedule [T] Use absolute paths

:II Archive Always create top parent directory

[ .

Exdusions

= Clear archive attribute

& Events
Lf) Advanced Indude backup type in the name

Run as...

[] Run the task as another user

Abort if the logon fails

-
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Cobian Backup does not offer a restore feature. However, copying files back to its
source can either be done using a reverse backup ta sk or by using a command line
option like robocopy.

Local Backup and Sync: Alternative Programs

Many free alternatives have limited features compared to Cobian Backup.

MakeUseOf recommends  these tools for your backup and sync projects. One of the

programs in the listis SyncBack Freeware from 2BrightSparks. It sup ports FTP and

net work backups, multiple advanced overwrite opt
advanced alternative to Cobian Backup.

Further reading:
Backup your Hard-Drive with SyncBack

Outlook Backup: OQutlook Personal Folders Backup
Microsoft provides an add -in for Outlook 2007, 2003, and 2002 that h  elps backing up
personal Outlook folders, i.e. .pst files.

Further reading:
5 Easy Ways To Back Up Your Microsoft Outlook Data

Mozilla Backup: MozBackup
MozBackup is a backup and restore tool for many Mozilla program profiles, including
Firefox, Thunderbird, Sunbird, and Songbird.

Further reading:
Back up your Firefox profile with MozBackup
Quick Tip: Backup Firefox Preferences

Online Sync: Dropbox

Dropbox is the most convenient solution for backing up and syncing your files. You

can install Dropbox on several devices and sync files or folders by adding them to

t he Dropbox fol der. I f youdre at a computer that
personal Dropbox folder via the web interface. The basic free plan is limited to 2GB

storage.

Further reading:

Using the Magic Pocket: A Dropbox Guide

How To Easily Synchronize Folders Outside Dropbox Using Symlinks
5 Cool Apps That Make Dropbox Even More Useful

More articles on: Dropbox

Online Backup: Mozy
Mozy provides 2GB of free online backup.

Further reading:
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Back Up Files To Email With Just One Click

Backing Up Other Devices

You likely have data not only on your computer, but also on your mobile phone or
even stored in online accounts like Facebook or Google Mail. Did you ever consider
backing up this data? Below is a list of articles that will shed some light.

Further reading:

How To Backup & Archive Your Facebook Data

4 Tools to Backup your Mobile Phone

How To Backup Your Gmail Account To YOUR Hard Drive

The 2 Best Non-Techie Ways To Backup Your WordPress Blog

More articles on: Backup

Scheduling
Some of the tools above do not provide a scheduling option. Or you may not want
to run the tools in the background all the time. In either case, an easy way to

automate the backup or at least remind yourself is to create a scheduled task in
Windows.

Goto > Start and type > schedule into the search field. Under > Programs open the
result > Task Scheduler .

Fr h
() Task Scheduler E=EE

File Action VYiew Help

&= |E HE

|® Task Scheduler (Local) | Task Scheduler Surmnmary (Last refreshed: 3/24/2011 TRV e
i+ [ Task Scheduler Library

Task Scheduler (Local} - |

| Overview of Task Scheduler "N

mE

Connect to Ancthe...
E Create Basic Task...

I.:"':#"-\-. You can use Task Scheduler

'-..;‘_;____.,;-' to create and manage

- comman tasks that your
computer will carry cut
automatically at the times
you specify. To begin, click a o =

Last refreshed at 3/24/2011 7:32:53 PM

m

m [ w
"

Create Task...
Import Task...
Display All Running...
Enable All Tasks His...

i

AT Service Account...

Click > Action and > Create Bas ic Task.
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r N
Create Basic Task Wizard M
"@i Create a Basic Task

Create a Basic Task Use this wizard to quickly schedule a common task. For more advanced opticons or settings
Trigger such as multiple task actions or triggers, use the Create Task command in the Actions pane.
Action Mame: Launch Cobian

il Description: |

ek || Nea» || cancel |

Enter a > Name and > Description if you want, then click >  Next to switch to the >
Trigger tab. Pick your schedule preference and enter the details. In the > Action tab
select > Start a program , click > Next and > Browsef or t he programds . exe

r kl
Create Basic Task Wizard ﬁ
"@I Start a Program

Create a Basic Task

Trigger Program/script:
Weekly "C:A\Program Files\Cobian Backup 104 Cobian.exe”
Action
B g cptonal
Finish

Start in (optional):

<Back || Met> || Cancel |

In the next tab review your changes and click > Finish

Further reading:

Schedule a task

Configure a Scheduled Task Item
More articles on: Scheduled Tasks

Tina Sieber
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Where should | back up to?

You can back up yo ur files in many different ways. The most common backup
media include CDs, DVDs, Blu -ray discs, hard drives, flash drives, and online server
space. They all have advantages and disadvantages, which | will review below. |
recommend that you maximize the advantages and
methods for different purposes.

thus pick different storage

Advantages

Disadvantages

Local Hard Drive

cheap
large storage space
medium transfer speed

not portable
not safe from local events
medium lifetime (3 -5 years)

External Hard Drive

cheap

portable

large storage space
medium transfer speed
safe if stored separately

easily damaged
short lifetime (2 -5 years)

CD or DVD super cheap very limited storage space
ultra portable typically not rewritable
very robust easily lost or forgotten
good lifetime (10 -50 years) slow burning process
safe if stored separately

Blu-ray ultra portable expensive
reasonable storage space typically not rewritable
very robust easily lost or forgotten
long lifetime (50+ years) slow burning process
safe if stored separately

Flash Drive super portable limited read/write cycles

reasonable storage space
robust

fast transfer speed

safe if stored separately

lifetime based on above
easily lost or forgotten

Online Server Space

unlimited stora ge space
available everywhere

off -site, cannot be damaged
typically backed up
indefinite lifetime

almost 100% safe

expensive

requires internet connection
slow upload

potential security risks

Please consider the backup chapter in the

Hacker Proof: Your Guide To PC Security

manual written by Matt. It discusses different backup media in the light of malware

and hacker att acks. Matt also explains how you can

Tina Sieber
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First of all, altidzse itmpatr tiathds tao geod i dea to use
media for different purposes. The more important your files are, the more

conservative and secure the backup medium should be (CD, DVD, Blu -ray). Files

that are changed frequently should be backed up ofte n to a location that allows

frequent re -writes (hard drive). If you want to access files from more than one

location, you should consider backing them up to portable media (external hard

drive, flash drive) or online.

The physic al storage location is often a neglected point. While you may choose to
back your files up to an external drive, what good is that backup if the external drive
is stored right next to your computer and the house burns down? There is no easy
solution to thi s problem, but below are some suggestions.

Since you are going to save very important files on an ultra portable backup

medium like a DVD, Blu -ray disc, or a USB flash drive, you can easily store them away
from your computer. Keep them in a fire proof safe, give them to someone you trust,
put them into your drawer or locker at work or school, or hide them in your car. If

these documents contain sensitive information, be sure to encrypt the backup!

Photos, scanned documents (i.e. digital backups), emails, address books and other
personal files that you cannot retrieve once lost should be stored as safely as
possible. Consider storing them online or back them up to an external drive that you
store awa y from home.

Most of us hoard data. Whether it is music, YouTube videos, or movies, we have
hundreds of gigabytes of data that we spent days and weeks to collect. These files
should be stored on a portable hard drive and if you have the ¢ hance, store that
drive in a different room. If your entire house burns down, those files will be the least
of your worries, but if only your computer blows up, you wish you would have been
smart enough to keep the external drive elsewhere.

LY
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iznogood via Shutterstock
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How can | back up and restore my
operating system?

At this point your data should be safely backed up. However, you can go one step
further and back up your entire operating system. While installing an operating
system nowadays is pretty simple, it still takes a lot of time. Below | propose two
strategies that can save you the hassle of setting up your entire operating system.

System Restore Points

With system restore points, Windows provides an easy solution for undoing changes
made to the operating system. You should create a restore point before every major
Windows update, updating drivers, or changing system settings. When things go

wrong, you can easily return to a working version of Windows without having to

waste h ours on troubleshooting or even reinstalling the system.

Create a Restore Point

Goto> Sart andtype > restore point into the search field. Under >  Control Panel
open the entry > Create a restore point . Awindow called > System Properties will
open and show the tab > System Protection . Under > Protection Settings make sure
that > Local Disk (C:) (System) is >0On. Otherwise select > Local Disk and click >
Configure to change the settings accordingly.

-
System Properties ——— ﬁ

| Computer Name I Hardware | Advanced | System Protection | Remate

Y Use system protection to undo unwanted system changes and

[ restore previous versions of files. What is system protection?

System Restare

You can undo system changes by reverting
your computer to a previous restore point. l System Restore... I

Pratection Settings |

Available Drives Protection
—a Daten (G} Off

Local Disk (C:) (System) On

—a RECOVERY (D) Off
Configure restore settings, manage disk space,
and delete restore poirts. Cogliaes.

Create a restore pairt right now for the drives that e
have system protection tumed on. —

[ ok || camcel || fopy
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For a new Restore Pointclick> Cr e a t, adé a description and click the > Create
button.

Use a Restore Point

In the event that you need to restore settings, go to > Start and type > restore into
the search field. Under > Programs click > System Restore. In the window that comes
up click > Next, select your previously created restore point, click > Next again, and
if you are sure you want to proceed click > Finish

-
i System Restore

Restore your computer to the state it was in before the selected event 'é‘\]

How do I choose a restore point?

Current time zone: Padfic Daylight Time

Date and Time Description Type
3/17/20115:09:10 PM | ManualSetngs — [Manial
3/15/2011 10:25: 18 FM Windows Lipdate Critical Update
3/15/2011 6:55:13 PM Automatic Restore Point System

[] Show more restore points [ Scan for affected programs ]

< Back ][ Mext = ][ Cancel ]

Drive or System Image

With a drive image you can create a copy of an entire hard drive, including your
operating system. The system image allows you to quickly restore an operating
system, for example after a hard drive failure. You could also copy the perfect setup
from one computer to another. If you have a good drive image, you will never have
to install Windows again, as you can use your backup to restore the entire system.

A drive image can be prepared anytime, but should preferably be taken from a
stable system. Ideally, a drive image contains a complete setup including all the
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programs you use routinely and your personal settings, e.g. internet connection,
theme, wallpaper etc. A drive image should not contain any personal data as they
take up a lot of space and might be outdated by the time you use the image.

Create a System Image

Goto > Start and type > backup into the search field. Under > Programs click >
Backup and Restore . In the window that opens click > Create a system image in the
top left.

A new window will come up. Note that the destination for the system image has to
be the same size or bigger than the drive you want to back up. Select where you
want to save the system image and click > Next.

&

(o) il -
N = Create a system image

Where do you want to save the backup?

A system image is a copy of the drives required for Windows to run. It can also include additional
drives. & system image can be used to restore your computer if your hard drive or computer ever
stops working; however, you can't choose individual items to restore. How do I restere my computer
from a system image?

@ On a hard disk
i DRIVE-M-GO (F:) 145.24 GB free -

) On one or more DVDs

71 On a network location

Select...

[ Mext ][ Cancel

Pick the drives you want to include in the backup. System drives are selected
automatically. Click >  Next to proceed.
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@ 1,‘1-' Create a systern image

that you are saving the backup to.

Your backups are being saved on DRIVE-M-GO (F:).

Which drives do you want to include in the backup?

The drives that are required for Windows to run will be included by default. You cannot include the drive

Space available on DRIVE-M-GO (F):

Drive . Total size Used space
[l — Daten (&) 119.24 GB 95.49 GB
&) (C:) (System) 101.73 GB 28.77 GB
[l — RECOVERY (Dv) 1162 GB 9.68 GB
“-V'" Unnamed drive (System) 194.00 MB 3214 MB
Space required to save a backup of the selected drives: 28,80 GB
145.24 GB

[ Mext ][ Cancel ]

The last step provides an overview of your settings. Click >

Start backup if everything

is ok. Otherwise click the blue arrow in the top left to go back and make changes.

Confirm your backup settings

Backup location:
4~ DRIVE-N-GO (F:)
The backup could take up to 29 GE of disk space.

The following drives will be backed up:

a.’ () (Systern)

"-V"' Unnamed drive (System)

[ Start backup ][ Cancel

Tina Sieber
_I MakeUseOf.com

Page 40



L-E' mukeuseof.com Stuff Happens: The Backup and Restore Guide

After the system image is completed, you can create a system repair disc. The dis C
will help you to repair the operating system in case you can no longer boot into
Windows.

-A" Create a system image 2

| 0

The backup completed successfully.

-

Create a system image

Do you want to create a system repair disc?

A systern repair disc can be used to boot your computer. It also
contains Windows system recovery tools which can help you
recover Windows from a serious error or re-image your computer
from a system image.

["] Den't show this message again [ Yes ][ Mo ] ’ Close

Use a System Image
Windows 7 is a very stable and reliable operating system. While there are scenarios in

which it fails compl et el ywilaypidallywoablétoatleastot a't
log into Safe Mode.
In order to restore a buggy or unstable system from a system image, go to > Start
and type > backup into the search field. Under > Programs click > Backup and
Restore. In the window that opens click > Recover settings or your computer  at the
very bottom.
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In the window that opens select >  Advanced recovery methods at the bottom.

Next click > Use a system image your created earlier to recover your computer.
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