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1. Intro to PC Security

What is PC Security?
The terms OPC securityo or ocomputer securit
They tell you very little, like most general terms.

This is because PC security is an incredibly diverse field. On the one hand you

have professional and academic researchers who carefully try to find and fix

security issues across a broad range of devices. On other hand, there is also a

community of inven tive computer nerds who are technically amateurs (in the

literal sense of theword o0t hey dre unpaid and unsupported |
recognized institution or company) but are highly skilled and capable of

providing useful input of their own.

PC security is linked to computer security as a whole, including issues like
network security and  Internet security . The vast majority of the threats that
may attack yo ur computer are able to survive only because of the Internet
and, in some cases, the survival of a security threat is directly linked to a
security flaw in some high -end piece of server hardware. However, the
average PC user has no control over this.

This means that PC security 0 defined as protection of the personal computer

you own 0 has a fortress mentality. It is your responsibility to protect your

fortress from whatever might exist in the unknown beyond its walls. This

mentality is expressed in the terms used by companies that want to sell you

PC security soft wawmled. owdrodck elribkeana o0shiel dbé
find in advertisements of PC security software.

Thesewordsar e supposed to clarify the purpose of
always the case. The information received from a company that sells security

software is likely to be biased in favour of their product, as well, further

confusing issues.

This guide provi des an objective, detailed, but easily understood walkthrough
of PC security. By the end of this guide you will know exactly what PC security
means and, more importantly, what you need to do to keep your PC secure.
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A Brief History of Computer Viruses

Computer viruses havenodot always been a major thre
spread themselves in the 1970s via the first Internet networks ( such as ARPANET),

we re relatively mundane programs that sometimes did nothing more than display a

message on a computer terminal.

Viruses did not start to gain notice as a serious security threat until the mid and late
1980s. This period saw a number of firsts in the field  of computer viruses, such as the
Brain virus, widely considered as the first IBM PC compatible virus. This virus was
capable of infecting the boot sector of MS -DOS computers, slowing them down or
rendering them unusable.

Once the earliest malware  became known the number of viruses quickly ramped up
as savvy nerds saw the opportunity to engage in a bit of online vandalism and prove

their technical knowledge to their peers. Media attention towards viruses became
common in the early 90s, and the first  major virus scare occurred surrounding the
Michelangelo computer virus. Like hundreds of computer viruses after it,

Michelangelo set off a media panic and millions across the globe worried that their

data would soon be erased. This panic proved misplaced, but put a media spotlight
on malware that has yet to fade.
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CERT® Advisory CA-1992-02 Michelangelo PC
Virus Warning

Original issue date: February 6, 1992
Last revised: September 19, 1997
Attached copyright statement

A complete revision history is at the end of this file.

The CERT Coordination Center has received information concerning a personal
computer virus known as Michelangelo. The virus affects IBM PCs and
compatibles. A description of the virus, along with suggested countermeasures
Is presented below.

The proliferation of e-mail in the late 1990s wrote the next chapter in malware. This
standard form of communication was, and still is, a popular method through which
malware can reproduce. Emails are easy to send and attached viruses are easy to
disguise. The popularity of email al so coincided with a trend that proved even more
important in the evolution of malware d the rise of the personal computers. While
enterprise networks are usually staffed by a team of people paid to watch over their
security, personal computers are used by average people who have no training in
the field.

Without the rise of personal computers many of the security threats that rose in the
new millennia would not possible. Worms would have fewer targets, trojans would be
detected quickly, and new threat s like phishing would be pointless. Personal
computers give those who want to write malicious software a field full of easy
targets.

The key, of course, is to ensure youdre not
ﬂ, http://smidgenpc.com/ | Matt Smith
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Chapter 2: The Malware Gallery

The Traditional Virus or Trojan

Malware, through most of history, have spread by user error; that is to say, the

PC user takes some kind of action to trigger a virus into action. The classic

example of this is opening an email attachment. The virus, disguised as an

image file or some othe r common file type, springs into action once the user

opens the file. Opening the file may result in an error, or the file may open as

usual, fooling the user into thinking nothing is wrong. In any case, the virus

required the action of the user in ordert o spread. Reproduction is made

possi ble not because of a security flaw in a
through deception.

In the late 1990s this type of malware, more commonly called a virus, was by

far the most threatening. Most people were new to email and didndt know
that opening an attachment could infect their computer. Email service was

far less sophisticated: there were no effective spam filters capable of keeping

virus-containing spam emails out of inbox  es, nor were there any effective

antivirus solutions that automatically scanned emailed attachments. In

recent years, technological advancements on both of these fronts have

made it less effective to send a virus via email, but there are still millions of

peopl e who dondt have sdeocnudrti tnyi nsdo fotpweanrien ga nedm.
attachments.
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As email viruses are now a (relatively) well known threat, virus design has

become more creative. Viruses can now oOhideo
consider secure, such as Excel spreadsheets and PDF files. It is even possible

for a virus to infect your PC through your web browser if you visit a webpage

containing such a virus.

Some PC users boast that avoiding a  virus is simply a matter of common

sensedi f you dondt downl oad files from unknown
downl oad email attachments youdl |l be fine. |
many threats can be avoided with caution, viruses with new methods of

reproduc tion and infection are being developed constantly.

Trojans

A Trojan Horse Was Found!

There is no reason to worry, though. avast! has stopped the
malware before it could enter your computer. *hen you click on the
“Abort connection' button, the download of the dangerous file will
be canceled.

Trojans, while different from a virus in its payload, can infect PCs through the

same methods listed above. While a virus attempts to run malicious code on

your PC, a Trojan attempts to make it  possible for a third party to access

some or all of your computerodés functions. Tr
through almost any method a virus can use. Indeed, both viruses and Trojans

are often lumped together as malware, as some security threats have tra its

associated with both a virus and a Trojan.

http://smidgenpc.com/ | Matt Smith
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Worms

The term owormo describes a method of virus
rather than the payload which is delivered. This method of infection is unique
and dangerous however , so it deserves its own cate gory.

A worm is malware that is capable of infecting a computer without the user
taking any action (besides that of turning on their computer and connecting
to the Internet). Unlike more traditional malware, which usually tries to hide in
an infected file, worms infect computers through network vulnerabilities.
The stereotypical worm spreads by spamming copies of itself to random I.P.
addresses. Each copy has instructions to attack a specific network
vulnerability. When a randomly targeted PC with the vulnerabil ity is found,
the worm uses the network vulnerability to gain access into the PC and
deliver its payload. Once that occurs, the worm then uses the newly infected
PC to spam more random  |.P. addresses, beginning the process all over
again.

Exponential growth is the key here. The SQL Slammer worm, released in
January 2003, used this method to infect approximately 75,000 computers
within 10 minutes of its initial release.

(http://www.wired.com/wired/archiv e/11.07/slammer.html )

As with many PC security threats, however,
range of malware threats. Some worms spread by using flaws in email security

in order to automatically spam themselves via email once they infect a

system. Others have an extremely ta rgeted payload. Stuxnet, a recent

computer worm, was found to have code that many believed was designed

Eﬂ, http://smidgenpc.com/ | Matt Smith
| MakeUseOf.com

Page 10



http://www.google.com/url?sa=t&source=custom&cd=1&ved=0CA0QFjAA&url=http%3A%2F%2Fwww.makeuseof.com%2Ftag%2Fhow-to-mask-yourself-online-use-a-fake-ip-address%2F&ei=j2BITcmONJG4sAPar-XIAg&usg=AFQjCNGkJgaLCsb4oZVvVVpspeQYNPSebw
http://www.wired.com/wired/archive/11.07/slammer.html

L_E' mkeusee‘!.com HackerProof: Your Guide to PC Security

specifically to attack I rands nucl ear
(http://mww.schneier.c  om/blog/archives/2010/10/stuxnet.html )
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Microsoft Malware Protection Center

Stuxnet Infection Attempts - Geographical Saturation
as of July 16, 2010 GMT

1.60%

1.29%

0.14%

= 0.06%  0.05%  0.04%  0.03%  0.02%

Iran Indonesia India Ecuador us Pakistan  Taiwan Global
Lebanon Average

While this worm is estimated to have infected thousands of computers, its

actual payload is

designed to only take effect once the worm encounters a

specific type of network & the type Iran uses for uranium produ ction. No
matter who the target was, the sophistication of Stuxnet provides a great
example of how an automatically reproducing worm can infect systems

without its users

Rootkits

having the slightest clue.

N Rootkit Detective e

AcAfee’

- Scan results
¢ View hidden processes and files " View hooked services

% View hidden registry keys/values " View hooked imports/exports

" View all processes

Key Name »

[ Delete queued: HKLMYSOFTWARE \Microsoft\Protected Storage System Provider\*Locs
[ Delete queued: HKLMA\SOF TWARE \Microsoft\Protected Storage System Provider\*Loc:
[ Delete queued: HKLMA\SOF TWARE \Microsoft\Protected Storage System Provider\*Loc:
[ Delete queued: HKLMASOFT'WARE \Microsoft\Protected Storage System Provider\*Loc:
[ Delete queued: HKLMASOFTWARE \Microsoft\Protected Storage System Provider\*Loc:
[ Delete queued: HKLMASOFTWARE \Microsoft\Protected Storage System Provider\"Loc:
[ Delete queued: HKLMASOFTWARE \Microsoft\Protected Storage System Provider\"Loc:
[ Delete queued: HKLMASOF T'WARE \Microsoft\Protected Storage System Provider\*Loc:
[ Delete queued: HKLMYSOF TWARE \Microsoft\Protected Storage System Provider\*Loce

< | >
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A particularly nasty bit of malware, rootkits are capable of obtaining
privileged access to a computer and hiding from common antivirus scans.

The term rootkit is used mainly as a means of describing a specific type of
payload. Rootkits can infect systems and reproduce themselves using any
number of ta ctics. They may operate like worms or they may hide themselves
in seemingly legitimate files.

Sony, for example, found itself in hot water when security experts discovered
that some music CDs distributed by Sony were shipping with a rootkit that was
able to give itself administrative access on Windows PC 8 ,shide itself from
most virus scans, and transmit data to a remote location. This was,
apparently, part of a misguided copy protection scheme.

Il n many ways a rootkitds payl ogapatkassaeeks t o ac

regular virus or Trojan. The payload may attempt to delete or corrupt files, or it

might attempt to log your keystrokes, or it may try to find your passwords and

then transmit them to a third party. These are all things that a virus or Trojan

may attempt to do, but  rootkits are far more effective at disguising

themsel ves while theydre doing their work.
operating system, using security flaws in the operating system to disguise itself

as a critical system file or, in  severe cases, write itself into critical system files,

making removal impossible without damaging the operating system.

(http://www.wired.com/politics/security/co mmentary/securitymatters/2005/11/6960
1)

The good news is that rootkits are harder to code than most other types of
malware. The deepera rootkit wi shes to plunge into a PCds
the more difficult the  rootkit will be to create, asany bugsi nther oot ki t 0 s

code could crash a targeted PC or alter antivirus software. This might be bad

for the PC, but it defeats the point of trying to hide the rootkit in the first

place.

http://smidgenpc.com/ | Matt Smith
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Phishing and Pharming

The world of malware in the 1990s looks quaint  compared to today. Back
then, malware was often written by hackers who wanted to display their
talents and gain notoriety among their peers. The damage done was severe,
but often limited to the computers infected. Modern malware, however, is
often nothing more than a tool used by criminals seeking to steal personal
information. This information can then be used to hijack credit cards, create
false identification s, and perform all sorts of illegal activities that can have a
severe impact on the life of the v ictim.

Phishing and Pharming are techniques that best illustrate the criminal element

of PC security threats. These threats as
attack your PC at all. Instead they use your PC to deceive you and steal

important information.

Both of these terms are closely related. Pharming is a technique used to

redirect a person to a bogus website. Phishing is the act of harvesting private

information by posing as a trustworthy entity. The techniques often go hand -

and -hand: a pharming technique sends a person to a bogus website which is
then used to ophishdé private information

http://smidgenpc.com/ | Matt Smith
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BARCILAYS Online Banking

Details Confirmation

SECURITY ALERT: Please read this important message

Our new security system will help you to avoid frequently fraud
transactions and to keep your investments in safety.

Due to technical update we ask you to confirm your online banking
membership details. Please fill the form below.

Please follow the link below to fill the form "Details Confirmation™:

http:iiwww.personal.barclays.co.ukigoto/pfsolb login

The classic example of this sort of attack begins with an email that appears to
be sent from your bank. The email states that there has been a suspected

securitybreac h of your bankds online servers and vy
username and password. You are provided a link to what appears to be your
banko6s website. The page, once opened in you

your existing username and password and then ty pe in a new username and

password. You do so, and the website thanks you for your cooperation. You

dondét realize anything is wrong until you ¢tr
next day by following the bookmark in your browser.

Malware o The Catch Al |

While the rogues above are widely recognized as serious problems with

definite characteristics, it is still difficult to categorize threats because the
ecosystem of security threats is diverse and constantly changing. This is why

the term malware is use d so frequently: it is the perfect catch -all for anything
that is trying to do harm to your computer or trying to use your computer to

do harm to you.

Now that you know about some of the most common PC security threats, you
may be wondering what you can do about them. The best place to begin
that discussion is with operating systems.

http://smidgenpc.com/ | Matt Smith
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Chapter 3: Innocent Civilizations
The Security of Operating Systems

The operating system that you are using has a
significant impact on the malware threats that

you need to be aware of and the methods

you can use to counter -act them. Malware is,

in most cases, programmed to take

advantage of a particular exploitin a

parti cular operating system. Malware coded

to take advantage of a network vulnerability in

Wi ndows candét infect OS
because the networking code is much

different. Likewise, a virus that attempts to delete driver files found on a

Windows XP computerw on 6t have anyLirexnfaghing because a
the drivers are completely different.

| think it is accurate to say that the operating system you choose has a bigger
i mpact on your PC&ds overall security than an
in mind, | etds take a quick | ook at some con

they handle security.

Windows XP

Security essentials

Security Center helps you manage your Windows security settings. To help protect your computer,
make sure the three security essentials are marked ON. If the settings are not ON, Follow the
recommendations. To return to the Security Center later, open Control Panel.

What's new in Windows to help protect my computer?

(&3 Firewall ©ON v
Q Automatic Updates O ON v
4 Virus Protection © ON ¥

Manage security settings for:

[“ Automatic Updates Qi:"‘ Internet Options
% Windows Firewall

l ntroduced in 2001, Windows XPogiariicallk!| v becan
acclaimed operating system. It was loved for its relatively simple interface,

which offered improvements but remained familiar to users of Windows 95, 98

Eﬂ. http://smidgenpc.com/ | Matt Smith
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and ME. It also proved relatively slim for a new Windows operating system,

anditremai ns capabl e
newer Windows operating systems.

of runni on ol

ng

At the time of its release, Windows XP introduced some notable security
improvements over previous Windows operating systems. It closed up some
security holes that made it easy to mess with Windows systems by using blank

net work account s

or certification

addition in Windows XP Service Pack 2 with the introduction of Windows

Security Center, which made it easier for users t

computer was protected by anti
security updates installed.

o find out if their Windows XP
-malware software and had the appropriate

However, Windows XP is a nearly ten year old operating system, and over the

years it has been attacked relentlessly by hack

XP makes it an obvious choice for malware seeking to infect as many
computers as possible. In addition, Windows XP simply does not have access
to a number of improved security features that are standard in Windows 7.

Overall, Windows XP is the worst common operating system currently
available from the standpoint of security. It lacks new security features, is well
understood by those coding malware, and is frequently attacked.

Windows 7

Review recent messages and resolve problems

Action Center has detected one or more issues for you to review.

Security
Maintenance

Set up backup

Your files are not being backed up.

) Set up backup

Turn off messages about Windows Backup

Check for solutions to problem reports

On

Check for solutions | Privacy policy | Settings | View reliability history

Backup

Your files are not being backed up.

Check for updates

Mot set up

No action needed

Windows Update does not require any action.

Troubleshooting: Systern Maintenance

No action needed

Windows is actively checking your system for maintenance problems.

Change troubleshooting settings

The latest operating system f

ers. The popularity of Windows

rom Microsoft, Windows 7 is a refinement of the

heavily criticized Windows Vista (the information in this section mostly applies

http://smidgenpc.com/
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to Vista, as well). Windows 7 is not as easy to run as Windows XP, but it offers
a wealth of new features, including features relating to security.

For example, User Account Control is a new feature that was introduced in
Vista and also included in Windows 7. When it first arrived, UAC was

commonly mocked in the media 0 Apple even made an advertisement
about 1 t. That ds an O®%Xhhssmdayfenctibnalityaands e
because UAC is very important when it comes to security. It protects your PC

by ensuring that programs cannot gain elevated access privilege to your

system without permission. Prior to UAC, malware could easily do this w ithout

the user ever knowing the wiser.

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.
Tell me more about User Account Centrol settings

Always notify
- - Default - Notify me only when programs try to make
changes to my computer
®  Don't notify me when I make changes to Windows
- )= settings
ﬂ Recommended if you use familiar programs and visit
— - farniliar websites,
Mever notify
Microsoft has also made improvements that further refine sWi ndowods

convey important security information to users. The Security Center is now
called the Windows Action Center  , and it does a better job than ever before
of automatically obtaining important updates and notifying users when

action needs to be taken. This is crucial, because known security exploits that
are not patched are a liability no matter the operating system you prefer.

Windows 7 also benefits from an attitude towards security that is far more
reasonable than the attitude Microsoft had during the creation of Windows

XP. This is readily apparent when you compare the number of security exploits
Microsofthas had to patch during the first
year of Vistads release. Windows XP
Windows Vista had just 36 vulnerabilities patched.

Unfortunately, Windows 7 remains heavily targeted by malware because of

its popularity. Windows is still the operating system used by most of the world,

abi

year
had
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so it makes sense of malware to target it. For this reason, Windows 7 users still
face numerous security threats.

Mac OS X

Mac OS X still feels modern, butis a tits core

a rather old operating system. The first
version was released in 2001, making it just
as old as Windows XP. Apple, however,
takes a far different approach to updates
than Microsoft. While the folks at Redmond

usually focus on big releases, bring
new operating systems every five or six years

on average, the Apple crew had updated
OS X eight times since the operating
systemds initial rel

ing out

€ as

Those releases usually contain a few security updates, and Apple has earned

a reputation for offeri

ng security that is far beyond that of Windows. This
reputation, however, tends to fall apart upon closer examination. Malware

targeting OS X does exist, and Apple has to patch security flaws with about

the same frequency of Microsoft. A 2004 report from a

security company

known as Secunia discovered that in the previous year Mac OS X was subject

to 36 vulnerabilities, only ten less than Windows XP
percentage of OS X vulnerabilities could be exploited via the Internet.
(http://news.techworld.com/security/1798/mac

0 however, a higher

-0S-X-security -myth -exposed/ )

More recently, Apple was forced to release a number of major security
d 134 vulnerabilities.

patches, the most recent of which addresse

(http://www.fiercecio.com/story/apple

-releases -massive -mac _-0S-x-security -

update/2010 -11-12).

Installer requires that you type your

ﬂ password.
=8
Name:
Password: I
p Details
@
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This is not to say that Mac OS X is not secure. One advantage, which carries

over from OS X06s UNI X heritage, I's the need
changes to i mportant files and settings (Win
attempt to emulate  this). However, an unfortunate number of users seem to

believe that OS X is immune to security threats due to its relative obscurity.

While there is a degree of truth to this, security threats for OS X computers do

exist and can be just as damaging as those that target Windows. The security

of Mac OS X is also hampered by a slim selection of security suites.

Linux

Linux

Most PC owners will never use a computer running Linux. With that said, Linux
is more accessible now than it has ever been in the past. Free Linux variants,
like Ubuntu and Jolicloud , offer a graphical user interface that is robust and
provides the basic functionality  you expect from a PC, such as the ability to
read your email and browse the web.

Linux, likeOSX,r equi res that users sign in on a Oro
changes to important files and se  ttings. Linux also benefits greatly from

security by the way of ob  scurity. The Linux user base is small and, to make

matters worse for malware, the user base does not cling to a particular

variant of Linux. Although the underlying code is often the same, there are

subtle changes to different variants of Linux d and many advanced Linux

users go so far as to code in their own custom features. This makes attacking
Linuxusersirmass a difficult and also pointless pt
harvest credit card numbers, targeting Linux is not the way to go.

The niche nature of desktop Linux makes talking about its security difficult.
Security vulnerabilities do indeed exist on Linux systems, and these
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vulnerabilities are not always patched as quickly as vulnerabilities found on
Windows. ( http://www.eweek.com/c/a/Linux -and -Open -Source/Linux -vs-
Windows -Which -IsMore -Secure/ ) However, Linux operating systems are
actually impacted by security threats less frequently , and the threats are
often less severe.

A Summary o Which is Best?

Overall, Mac OS X and Linux are clearly superior to Windows if security is
measured by the frequency with which users are impacted by security

threats. This does not mean that Microsofti s asleep at the wheel. Itis simply
the reality of our world. Windows is by far the most popular operating system
and, as a result, malware is usually coded to target Windows PCs.

On the other hand, Windows computers have access to superior antivirus
suites and the Windows Action Center in Windows 7 has no peer. This means
that Windows users are arguably more likely to be aware of a security issue
when it arises, but trying to quantify this is impossible.

Still, whatever the r gatavayirem theifactdhat | mpossi bl e
Windows users are more likely to be impacted by malware than users of OS X
or Linux.
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Chapter 4: Good Security Habits

Avoiding the Email Inbox of Doom

Subject -~ From -]
DOOM o e
DOOM e &
DOOM o &
DOOM o . | ¢
Ah, email. Once upon a time it was the primary method of reproduction for
most malware. A virus was attached to an email, disguised as a cool
program or a document, and then sent on its merry way. Open the email
and odbam! dyoudre infected.

At the time this sort of deception seemed like the pinnacle of trickery. Today,
such simple means of malware reproduction and infection seem quaint oit
would be nice to go back to a world where avoiding email attachments

protected your computer from the majority of t hreats.

Spam filters and automatic antivirus protection has made it much harder for

malware to spread effectively via email, and most users now know better

than to open an attachment from an unknown s
know better & now you do!)

o Th126 <qisbann@yahoo comiws | 5168 [ repy ] - [ orvara] [ acive) [ © o] [ s
subject §U3RN'©~pMIPAV-Y i©E0% £« ~ 4:36 PM

other actions ~

If from parking lot give a pink slip to onlooker behind haunch, then maestro living
with bonbon panics.[3

However, malware has compensated by using automated methods of
reproduction that disguise the malware email as something that looks

trustworthy. For example, mal ware that infec
then send an email from them to you with the hea der oOoOPhotos from a 1
vacation. o6 | f your parent werendt on vacatio
to the trickery. However, everyoneddanparents
if yours just came back from an international trip you may open the

attachment.

The rule of thumb is this § if the attachment is something that you did not
already know was supposed to be sent to you, confirm with the sender
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before opening it. Alternatively, you can scan the file with your anti -malware
application of choice. Be war  ned, however, that no security software can
detect every security threat.

Although malware is always an issue, phishing is undoubtedly the threat that

is currently the most devious and difficult to detect. Always be wary about

unexpected emails that are s upposedly from your bank, employer, or any

other institution. No legitimate institution will ever ask you to enter your

username and password by presenting you with a link sent via email!

In fact, it is a good idea to never directly open any link supposed ly sent to

you from an institution. If your bank is contacting you to give you your

monthly e -statement, for example, this information should be accessible by

going to the bankdés main page and then | oggi

Using Caution for Safe Surfing

This website has been reported as unsafe

We recommend that you do not continue to this website.

@ Go to my home page instead

This website has been reported to Microsoft for containing threats to your
computer that might reveal personal or financial information.

® More information

Web surfing has always presented some security threats, a fact that many

users forget. As with email, i1itds often assu
protected if you simply avoid opening files from unknown sources. Being

scrupulous about the files you dow  nload is, of course, an extremely good

idea. But this alone is not enough to properly safeguard your PC.

Most of the security exploits youodol |l need to
security problem with either your web browser or an important plugin, such as

Java or Adobe Flash. Products like Flash make it very easy for web developers

to create interactive web experiences that are far beyond what can be

accomplished otherwise, but the added complexity tends to result in security
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holes. Java , Flash, Shockwave, ActiveX and other web development tools

have been patched time and time again after security flaws were found.

These flaws are nothing to laugh at, either 0 some of them make it possible for
an attack to take full control of a PC simply by luring a person to the website

with the malicious code.

(http://www.esecurityplanet.com/headlines/article.php/3909506/Security -
Flaw-Found -in-Adobe -Shockwave.htm )

Malicious websites are rarely found at the top of Google search results. These

sites usually spread themse Ives through spam email, random instant

messages, and social media. With this said, however, even a trustworthy

website can sometimes become a security threat. Malware can infect web

servers, too, and in some cases this can result in a website spreading ma lware
without the ownerds knowl edge.

Your best defense against all malicious threats is to ensure that your web
browser and its associated plugins are kept up to date da matter wedl |l
discuss more about later in this chapter.

Checking Links 0 Do They Lead Where You Think?

It is wise to be careful about how you handle emails and instant messages,

butasimpleno -cl i ck policy isnd6t al ways practical
Indeed, there are some social networking sites 0 like Twitter o that are heavily

reliant on links. Without links, Twitter would be mostly pointless.

This puts users into a precarious position. On the one hand, a social

networking site like Twitter can be aloto f fun, and it can make it easier to

keep tabs on friends that you might otherwise lose contact with. On the other

hand , simply using the social networking site can put you at added risk dand
to make matters worse, links are shared using tiny URLs thatred irect you to
the real webpage.

Fortunately, you can easily discover the true location of a web link by using a
website that lifts the veils for you before you actually click on the link. | like to
use TrueURL fttp://www.trueurl.net/service/ )but you can find similar sites of
various types with a few Google searches.
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Updating Your Software & The Most Important Step

@ No important updates available
.__‘\-—/

3 optional updates are available Mo updates are currently selected.

Maost recent check for updates:  Today at 7:36 AM
Updates were installed: 11/24/2010 at 4:06 PM. View update history
You receive updates: For Windows and other products from Microsoft Update

Find cut more about free software from Microsoft Update. Click here for details.

Most security threats thrive because of security flaws in software that can be

exploited. Exercising caution will help keep you r PC away from potentially

dangerous situations, which means there are fewer chances for malware to
infect your PC. But thatds only hal
that ensure that your PC will not be compromised even if you expose it to
security threatt. Howdo you do this? By making
software is up to date.

| magine that youdre | eaving your house

door when you leave. However, you may occasionally forget to lock your
door, making it possible for someone to simply walk into your home and
breach its security. No one forgets to lock his or her door on purpose, but it
happens anyway. |l tds a mistake.

Software programmers also make mistakes. However, once the mistake is
realized it is often patched, just as you might turn around and go back home

if you remember that you didndt | ock

your software up to date, however,

safe, keeping your curtains closed,
on your front lawn. The fact remains, however, that your door is unlocked

and since you havendét | ocked it, anyone

Hopefully this illustrates why itods

opinion, keeping software updated is the single most important security habit

a person can cultivate. 't i s al ways

few hit by a secu rity flaw before that flaw becomes known and is patched.
However, most companies today are quick to react to security issues, so
keeping your software updated significantly boosts your security.
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Use Antivirus Protection
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F e

= s
In a way, this tip mightgowith out saying. Yet | 6ve talked n
fellow geeks who, in my view, thought themselves too cool for anti -malware
applications. Theyodore pyseudt wecmints,gethemalawgue

dondt do anything stupid.

Throughout the guidesofarl 6ve di scussed why this assumpt
truth is that anti -malware protection is not as simple as avoiding email

attachments and being careful about the websites you visit. Comprehensive

PC security requires a comprehensive approach 0 and that incl udes anti -

malware suites, firewalls and other programs. The security software available

is as diverse as the threats they protect ag
available.
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Chapter 5. Methods of Protection

Anti -Malware Software

Malmarebgtes’

V-

In chapter 2 w e took a look at the various types of malware that might infect
your computer. Of those threats, the first three are the ones anti -malware
software is designed specifically to intercept and protect.

There are numerous anti -malware products on the market 0 too many to list
here. However, these programs have a common purpose. They exist to
detect, and then remove, malware that may have infected your computer.

They also try to |imit the damage mal war e
infected files the moment th ey are discovered.
Most anti -malware software goes about this in several ways. The first and
oldest method is signature detection. This form of detection involves scanning
a file and looking for code that is known to be used by specific malware. This
method of detection is reliabl enewthreats. Ai t can
signature can only be detected after it has been added to the anti -malware
softwareds database of known threats, and
known until it has already beenre leased.

Scan commonly infected areas, scan your entire computer, or run a

custom scan of drives, folder, or disks.

Last run: 12/14/2010

Last run: 12/3/2010
Socall ed o0real timed protection is also a

malware in the act. This form of protection does not rely on signatures but
instead monitors the behaviour of software running on your PC. If a certain
program begins to behave oddly d if it is asking for permissions it should not
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be, or trying to make modifications to files that are unusual d this is noticed
and action is taken to stop the program from causin g any ruckus in your file
system. Di fferent companies i mplement oreal

ways, but the goal of catching malware in the act is the same.

Another, newer form of detection that has debuted in some products, like

Panda Cloud Antivirus  and Norton Internet Security 2010, is cloud protection.
This method focuses on the origins of malware, such as specific files and links.
If someone using the anti -malware software opens a file and is infected by a
virus, this file name is recorded as a threat, and that information is made

available. The goal is to prevent users from opening files or following links that
may contain a security threat.

- <L

. ANYONE VIOLATING THIS REGULATION WILL BE FINED NOT LESS
THAN $10.00 NOR MORE THAN $1,000.00 FOR EACH VIOLATION. (ART.

Texas-Penal Code)
Once a threat i1 s detected, it is wusually o6qu
candt spread. You can then attemgwaet o r emove

software is often incapable of removing every threat that it detects, but your
security is usually intact so long as the threat remains in a quarantined state.

Most of the complaints levied against anti -malware software concerns new
threats. Anti -malware software is a known element, and it can be

circumvented by new malware. This is why anti -malware softwar e is updated
with extreme frequency & new threats are discovered constantly. This does

not mean that anti -malware software is useless, however. The number of
known threats far outnumbers those that are unknown.
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You do need to be careful about the software you buy or download,
however. There seems to be a large gap between the most and least

effective products, and the rate of innovation is high. For example, Norton

was terrible just a few years ago, but the Norton 2010 products were

excellent. For current information and reviews about anti  -malware software,
check out AV -Comparatives (av -comparative.org), a non  -profit organization
dedicated to objectively testing PC security products.

Firewalls

Description
gl ﬁ Default Allow Specific Inbound ICMP
Allow, Direction: Inbound, Computer: Any, Communications: Specific, Protocol: ICMP
7 g ) ﬁ Default Allow Specific Qutbound ICMP
: ; Allow, Direction: Outbound, Computer: Any, Communications: Specific, Protocol: ICMP
g ¢ i Default Allow Inbound NetBIOS (Shared Metworks)
Allow, Direction: Inbound, Computer: Local subnet, Communications: Specific, Protocol: UDP
7 L= | ﬁ DefaultE!Iock_Inbound MetBIOS o .
: Block, Direction: Inbound, Computer: Any, Communications: Specific, Protocol: UDP

g ¢ ﬁ Default Allow Inbound MetBIOS Mame (Shared Networks)

Allow, Direction: Inbound, Computer: Local subnet, Communications: Specific, Protocol: UDP

o g |-|.E%J Elefalult'_l\é!loclf_ Inb?uhnd NE!tEIIOS N?me W |

Loaw ] [ vew | |osGomomee] lsocine (wieem

A significant number of the most severe PC security threats r ely on an active
Internet connection in order to function. Having your hard drive corrupted is

a huge pain in the butt, but you can protect against it by keeping a backup.

If someone manages to obtain your credit card number or some other

sensitive bit of personal information, however, the damage can extend far
beyond your PC. This can only happen if malware installed on your PC

makes your information available to a third party. This data is commonly
transmitted the easiest way possible 8 the Internet.

It is a firewall déds job to prevent this.

monitors the data being sent to and from your computer. It can selectively
block out certain information, or it can (usually) shut down your Internet
connection entirely, seve ring the flow of information completely.

Firewalls are an important part of Internet security. So important, in fact, that
Windows ships with a firewall by default. Without a firewall, malware will be
able to freely transmit data to third parties, and mal ware that reproduces

http://smidgenpc.com/ | Matt Smith
Page 28
| I MakeUseOf.com

The



% ﬁleGU§9 ci.com HackerProof: Your Guide to PC Security

itself by sending copies to random |.P. addresses will be more likely to gain
access to your PC.

Since Wi ndows machines now ship with a firewall
to purchase a third -party firewall. There are also a lot of  free options & not

only for Windows, but also for OS X and Linux operating systems. With this said,

products known as Internet Security Suites usually include a firewall as part of

the package.

Keeping a firewall installed on your PC is highly recommende d. A firewall is
often able to limit the damage caused by malware even when anti -malware
software fails to detect or stop a threat.

Rootkit Killers

Search for rootkits | Learn more About & Update

This tool is designed to detect and remove hidden objects (rootkits) from your computer.

7 Rootkit path Rootkit type

Checking directories: D:\WINDOWS\SNtUninstallKB890046%

| — ————— | 559%

Anti -malware software is supposed to detect and quarantine rootkits just as it
would any other malware th  reat. However, the nature of rootkits often makes
it very difficult for a general anti  -malware program to detect a rootkit. Even if
the threat is detected, an anti  -malware program may not be able to remove
it if the rootkit has embedded itself into critica | system files as a means of
escaping detection and preventing removal.

Thatds where dedicated rootkit killers come
designed to find and then remove a rootkit, even if the rootkit is wound up

into critical system files . Perhaps the most well -known program of this type is

MalwareBytes Anti -Malware, which became popular several years ago as

the threat posed by this method of attack briefly entered tech news columns
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across the web. Since that time, MalwareBytes has become a more general
anti -malware program.

There are also numerous rootkit killers that are built to remove a specific

rootkit. This is sometimes required because of the complexity of some rootkits,

which hide in system files thatgingamndt be mod
operating system. Programs designed to combat a particular rootkit usually

do so by restoring files to a default state or carefully deleting code known to

belong to the rootkit.

Even these solutions, however, do not always succeed. Some IT profes sionals
approach rootkits with a scorched -earth policy. Once a system is infected,

they prefer to simply reformat the drive and reinstall the operating system. This

is not a bad idea, and is another reason why you should always keep a

backup of your files. Reformatting your hard drive and reinstalling your

operating system is sometimes a quicker and easier process than attempting

to remove a rootkit.

Network Monitoring

R Y

MY PC PROTECTED PROTECTED PROTECTED
Having a home network can be incredibly useful. It can be used to transfer
files between computers in a flash and provide Internet access to an array of
non -PC devices, such as game consoles and Blu  -Ray players.

Networks can also be vulnerable to intrusion, however, a PC security threat
that relates to both malware and hacking. Wireless networks are particularly
vulnerable, because a wireless network by definition broadcasts data across

the airwaves in all directions. If this data is encrypted, it will be harder for

people to read & but cracking encryption is not impossible.

Keeping tabs on your network will help you make sure that no strange
devices appear connected to it. You can normally do this by looking at the
MAC addresses that are connected to your router and comparing those to
the MAC addresses of the devices you own (a MAC address is usually printed
on the body of a device). However, it is possible to spoof a MAC address,
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andmostrout ers dondét provide a detail ed
connected to your network in the past.

Some Internet security suites rectify this with networking monitoring software
that can map your network, provide information about each device

detected, and | ay out this data on a network map that shows you precisely
which devices are connected to your network and the means through which

theydre connected. Networking monitori

of restricting the access of any new devices, sho uld they be detected, or
limiting the access of devices commonly connected to your network.

Not everyone needs this kind of protection. Wired home networks rarely need
to make use of iit, and users who own
(one computer does not make a network). Users with wireless networks or

large wired networks, on the oth  er hand, will likely find this software helpful.

Phishing Protection

Phishing Site Blocked

Phishing is a fraudulent attempt to get you to provide
personal information under false pretenses.

As mentioned in Chapter 2,  phishing is one of the newest and most serious
security threats facing PC users today. Unlike most previous threats, phishing
doesndt tar get etsypou ©dyotr Computetis simply the tool used
to commit a crime against you.

Phishing works so well because the quality of the deception used by phishers

is often excellent. Good phishing scammers can create a fake online

banking portal that looks ide  ntical to the one that you normally use when you
visit your bankds website. |l f youdre

Il og

not

ng

of

sof

pay

your personal informati on wiwedlbavaoffdagsi nki ng.

One slip up after you come home from a long da y at work can result in all
kinds of havoc.

The deception is never perfect. Phishers may be able to create authentic

| ooking emails and websites, but they
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bank or use the same URL as thHebdumaneyee t heyodr e
distinguishing a fake email address or URL from a real one can be difficult o)
but software can make this distinction as quickly as you can blink.

Phishing protection is a relatively new field, but most Internet security suites

now include an ti-phishing software. The usefulness of this feature is usually

dependent on the tech  -savvy of the user. Be honest 0 if someone sent you a

fake URL of your bankds website by changing
catch it? Do you know why some websites end with things like .php, and why

that is important? Do you know the difference between http and https?

|l f the answer to these questions i-s 0nod6 you
phishing software or consider buying an Internet Security Suite with an anti -

phishing feature. Just be sure to read a review of the software first. Since this

type of protection is new, there remains much room for innovation o and

room for error, as well.

http://smidgenpc.com/ | Matt Smith
Page 32
| I MakeUseOf.com




L-FI-._I mﬂkeusesf.com HackerProof: Your Guide to PC Security

Chapter 6: Choosing Security
Software

What Products Offer What Protection?

In the previous chapter we discussed the most important forms of protection.
Knowing what you need is one thing 0 however, finding it is another. The
marketing surrounding PC security is part of the reason why the field can be
so difficult for the laymant o understand. Companies often call the same
features by different names.

Titanium™ Maximum Titanium™ Internet Security Titanium™ Antivirus +

Security
Advanced O Light, Fast,

The All-You-Need :rotec.tion, issten:ti_al
Solution uperior rotection
I Performance 7"' "'ll\r\u\ i $ i

FAntisios o 39

79.95 -

$ $69.95

» Antivirus

» Antivirus » Antispyvare

Antivirus

Parental controls » Real-time updates » Real-time updates

» Parental controls

L v v ¥

And more

Data theft prevention

=2 And more...

The most basic form of PC security software generally sold is known as
antivirus. Antivirus products are usually marketed with a combination of the
word Anti virus anlrand frame. Moaan prdivirys OVicAfee
Antivirus, AVG Antivirus, and so on. Antivirus programs typically fit the

definition of anti -malware laid down in this guide. Viruses, Trojans, rootkits, and
other threats are all targeted. Most antivirus products do n ot include a
firewall, and features like network monitoring and phishing protection usually
arendt included either.

The next step up is the Internet security suite. As with antivirus software,
Internet security suites are usually sold with the term Inter  net Security

alongside the companydés brand name. Il nternet
a firewall and anti -phishing protection (which is sometimes instead called

identity protection or identity security). Some also include a network monitor

Internet security suites can add anti  -malware features that the basic antivirus

product doesndét have, such as an automatic Vv

via email or instant messenger.

ﬂ, http://smidgenpc.com/ | Matt Smith
( Page 33

MakeUseOf.com



http://www.makeuseof.com/tag/top-3-portable-network-analysis-and-diagnostics-tools/

L_El mﬂkeUSQOf.(om HackerProof: Your Guide to PC Security

The final tier of protection goes by many names. Trend Micro u ses the term
Maximum Security, while Symantec calls its product Norton 360. If the Internet
security product by a company lacked anti -phishing features or a network

monitor, the third tier product usually adds that in. These products also usually
advanced backup features designed to minimize the damage done by a
virus that attacks your operating system.

So which should you buy? I tés hard to come d
because the features of these products vary from company to company.

With that said, however, the average user is probably best served by the

|l nternet security suite. | f youdre not sure
features, be sure to check their website. Yo
the features each product doe s and does not have.

Free vs. Paid Security
AVG Installer

¥ AVG

. Anti-Virus Select the product you wish to install
FREE EDNTION
Recommended: Try AVG Internet Security free for 30 days. You can always switch to basic protection later.
Features Anti-Virus Free Internet Security Trial
Anti-Virus & Anti-Spyware < <
online Shield <
Enhanced Firewall o
Anti-Spam 1/
Technical Support <
@ Basic protection © Full protection
< Back Mext = Cancel

Of course, there is some debate about the necessity of purchasing an

antivirus solution in the first place. Antivirus software is fairly inexpensive,
particularly if you wait fofficestoreslitetaldy . 't i snod
giving away copies of antivirus software 0 sometimes with a mail -in-rebate,

and sometimes without. Even if you do grab a copy of a PC security program

for free, however, youdll have to pay a year
usually equal to the retail MSRP of the product.
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Paying $40 a year isndét a | ot, but on the ot
to pay. Free antivirus solutions and firewalls exist, and they work quite well. For

example, Avast! Free Antivirus has been test ed in a number of AV -

Comparatives roundups. While the free antivirus never came in first place, it

was competitive with paid antivirus solutions. In an on -demand antivirus test it

missed fewer malware samples than antivirus software from Symantec, Trend

Micro, Kaspersky and other well -known PC security companies.

(http://www.av -

comparatives.org/images/stories/test/ondret/avc_od_aug2010.pdf )

. e ZONEALARM® FREE FIREWALL
ecause Anti-virusisnot enoug

@ You are protected. No action is required.
ZoneAlarm is working hard to protect you, See how,

N\ ;
Firewall Additional Services
. Blocks hacker access to your PC.
Upgrade to add OSFirewall,
Upgrade 1o 2dd O5Frewall Identity Protection

an More ways to protect your

identity.
= Anti-virus/Anti-spyware
@1 Secure Online Backup
; ¢ & Protect your documents,
) photos and music.
a gt R Learning Center
Anti-phishing Fl| Leam about today's latest
Blocks dangerous Web sites. threats.
rade t ownl ection.
»
Browser Lock

[_&?Lj Upgrade to block browser exploits.

Free firewalls are also available. Zone Alarm firewall has long been popular,
and while it has lost its edge over time, it is still a good option. Other choices
are available from companies like PC Tools, Comodo and more. Phishing
protection and networking monitoring options are available for free, as well.

It is possible to provide adequate protection for your PC for free, and the

benefit of that is obvious 8 you have more money to spend on other things.

Howeve r, piecing together free antivirus, firewall and networking monitoring

solutions isndt everyoneds idea of fun. Free
less comprehensive than paid options d indeed, this is sometimes an

intentional design decision, as so me companies that offer free options also

offer paid upgrades. Avast! Free Antivirus, for example, can detect and
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remove viruses, but the Pro version includes better protection against web
threats.

The Ideal Free Internet Security Suite

Reviewing the broa d range of paid PC security options is beyond the scope

of this guide. As stated previously, itis highly recommended that readers
check out AV -Comparatives for the latest information about anti -malware
effectiveness. PCMag.com and CNET are two other sites that consistently
provide useful reviews of security software.

Information about free security software can be a bit harder to come by,

however, and the low price point of free does have an effect on the general

quality of the options available. There ar e some free options that | would

never recommend to anyone. You also must be careful about options found

through Google and other search engines, as these are not always legitimate

programs. Wedve all enpoads$sepedcltaiempog 0Sto
HaveDet ected 5 Viruses On Your Computer!! 1! o6 T
promote is usually malware disguised as security software.

To help simplify things, |l Ove come up with t
you protect your PC against a variety of threats.

(http://www.avast.com/free -antivirus -download ): There are several

competent free antivirus programs available, but Avast! Free Antivirus

comes out on top. This program has been tested by AV -Comparative s.

It received an Advanced+ rating in the latest On -Demand test and an

Advanced rating in the latest Proactive test. These ratings would not be

bad for a paid program, and theydre excel
available for free. Avast! Free Antivirus is  also relatively intuitive, so you

shoul dndt have to spend much time trying
the program.

Avast performs very well in security software tests, but there could be

some improvements to the interface. Microsoft Securit y Essentials isa
great choice if you want something that feels more intuitive. It doesn © t
rank as highly as Avast in AV -Comparatives testing, but it received an
Advanced rating, which puts it on par with many paid antivirus

solutions.
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ZoneAlarm Free Firewall (http://download.cnet.com/ZoneAlarm -
Free-Firewall/3000 -10435_4-10039884.html?tag=mncol ): ZoneAlarm was

a big deal a decade or so ago when the program first debuted. A t the

ti me, most users werendot familiar with wh
be needed. Since then, many competing free firewalls have come and

gone, but ZoneAlarm remains one of the most popular. It is a strong,

easy to understand firewall. The outbound protection offered is

particularly important & this will prevent malware from sending

information to a third party if it infects your computer. ZoneAlarm also

includes an anti -phishing toolbar.

BitDefender Anti -Phishing (http://www.bitdefender.com/PRODUCT -

2237-en --BitDefender -Anti-Phishing-Free-Edition.html#more_features ): If

you dondt |-phishkeng todibar ineludediwith ZoneAl — arm you

can try BitDefenderodos option. This tool ba
Firefox, provides real -time protection against websites that may be

trying to phish your personal information. It also provides protection

against links sent through MSN or Yahoo instant messengers.
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Chapter 7: Prepare for the Worst 0
and Backup!

The Importance of Backups

Select where you want to save your backup

We recommend that you save your backup on an external hard drive. Guidelines for choosing a backug

destination
Save backup on:
Backup Destination Free Space Total Size
+ Hard Disk (D) 86.73 GB 465.76 GB
+ Local Disk (E:) 8947 GB 465.76 GB

- &' DVD RW Drive (F)

‘/ MNew Volume (G:) [Recommended] 927.08 GB 931.51 GB

Refresh

Implementing comprehensive PC security will protect you from the vast

majority of threats. Most malware and other security threats exploit a specific
avenue of attack, and once you know this, you can take counter -measures.
Yet even the best defense is not  impenetrable. It is possible that you may, for
whatever reason, find yourself attacked by particularly clever hackers who

can bypass your security and do harm to your PC. Or you may be hit by a
zero-day attack, a security threat that rapidly spreads using a previously
unknown exploit that has not been patched.

Whatever the case, itds i mportant to keep a
information. A backup is a copy of important data that is placed in a

separate digital or physical location. Copying family photo s to your

computerds secondary hard drive i s one way o

those photos ona CD-ROM and then storing that CD in a bank lockbox is also
an example of backing up data.

These two examples are polar opposites. One is extremely easy, but also not
very secur e, while the other is very secure but inconvenient. There are many
options to consider between these two extremes.
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Backup Options

At its core, backing up data is nothing
more than creating a copy of data

and placing it somewhere besides the
original loca tion. Simply placing files
into a folder on a secondary internal
hard drive is the easiest way to backup
dat a. However, this
Malware can easily infect the
secondary drive and corrupt files there,
should it be programmed to do so. This
me thod does nothing to protect your
files from being accessed through a
Trojan, either.

When it comes to protection against viruses, isolation from your PC is
important. The more isolated your backup is from your PC, the lower the
chance that malware  will be able to access the backup and harm it. With
this in mind, there are a few backup options that stand out from the rest.

An external hard drive , or a thumb drive (if th e
size of the files you need to backup is small enough,) is a simple way to
create a backup so long as the external hard drive is not actively
connected to a PC. External hard drives provide fast transfer speeds,
reducing the time required to transfer data , and can store huge
volumes of information. Many external hard drives are now large
enough to replicate all of the data on an internal hard drive, which
makes recovery as painless as possible.

The main problem with an external hard drive is its plug -and -play
nature. Plugging an external drive into a computer instantly creates a
connection, which  can then be used to transfer malware to the drive. If
you use an external drive for your backup, you should run a malware
scan on your PC before connecting it.

Although considered today as an old -fashioned
method of data backup, CD and DVD -ROM discs remain one of the
most secure backup options. If you create a disk as read -only, it will not
be possible for anyone to write additional data to the disc in the future,
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which prevents malware from  entering the disc without your

knowl edge. Of course, youoll have to make
create a backup, but CD/DVD  -ROM can be bought in packs of 100 for

$20 at most electronics stores.

Storage capacity is the limitation of this choice. A sta ndard CD can
store about 650 megabytes of data, while a DVD tops out at nearly 5
gigabytes. Blu -Ray, the latest common format, can store up to 50
gigabytes on a dual -layer disc, but individual BD -R DL discs are
between $10 and $20.

Online Backup :Inthe last few years a numbe r of online backup
services, such as Carbonite and Mozy, have appeared. Even online
sync services, like Dropbox

(http://www.makeuseof.com/pages/download -using-the -magqic -
pocket -a-dropbox -guide ) can be used for online backup. These
services offer a secure off -site location for data storage. This provides a
high degree of data security, as therei s little chance of this information
be ing attacked automatically by a malware infection.

On the other hand, online backup services are vulnerable to attack via

a keylogger or Trojan. Anyone who discovers your username and

password will be able to access your data. Virtually all online backup

services can restore deleted data for a |

unlikely that someone will be able to permanently destroy your files.
However, they may be able to retrieve your files and read them.
The cost of online backup can add up over

(http://www.carbonite.com/ads/ppc/Google/TM/ProductShot/signup.aspx?
ppc_campaign=CB%20 -%20TM%20Handhold&ppc_group=carbonite%20
%20Exact&ppc_kwd=carbonite&Sourcetag=google&cmpid=PPC_TM_Produc
t&s_kwcid=TC|6568|carbonite||S|e|5068921651&gclid=CJyV8b_O4KUCFcb
sKgod6zco4A ) backup plans go for $54.95 a year, while Dropbox
charges $10 a month for just 50 gigabyt  es of storage.

Personally, | recommend atwo -part strategy combin ing an external hard
drive OR an online backup service with DVD  -ROM discs. The DVD-ROM discs
dondt hayv eallbfyourcirdormation 0 just the stuff you really could not

affordtolose , such as business records. |l f youdre
check out our Makeuseof.com article 04 Thing
Buying a New Hiarivdvw Dakdusecd cordtag(buying -hard -drive/ )
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Securing Files with Encryption

Volumes System  Keyfiles Tools Settings Help Homepage

Drive | Volume | Size | Encryption algerithm | Type | -

Create Violume | Yalume Properties, .. | Wwipe Cache |

Volume

E | | Select File... |

¥ Never save history
Volume Tools. .. |

Select Device... |

IH Auto-Mount Devices | ‘ Dismount Al |H

Another safeguard that can be used to backup and protect data is
encryption. Encryption is the process of scrambling a file with the use of a

specific algorithm. Once scrambled, the file is unreadable unless i tis

decrypted by entering the proper password. Encrypted files can be deleted,

but they candét be read. I n most cases theyor
transferred from your PC to the PC of a third party.

Encryption may or may not protect your information from a malware attack.
Many malware attacks that do damage to the files on a PC attack files of
certain formats. Malware might replace the contents of all word documents

with the sentence 0Youodexampledfchaflesaae ked! !' ! 6 f o
encrypted, this sort of modification is not possible. On the other hand,
encryption doesndt prevent the files from be
Drives
gi'?c: S Off

I@Turr‘u On BitLocker

If an external hard drive is a backup against data loss, encryption is a backup

aganst data theft. |t i1snd6t particularly hard
Ultimate comes with a built  -in encryption feature called BitLocker, and

anyone can download and install
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TrueCrypt (http://www.makeuseof.com/tag/encrypted -folders -truecrypt -7/),
an extremely strong freeware encryption program.

Not everyone needs to encrypt their files. My grandmother, for example,

does nothing on her PC but play solitaire and send em ails, so she doesi
need encryption. Encryption  isrecommended for users who store sensitive

data on their PC for long periods of time. For example, it would be a good

idea to encrypt past tax records if you keep copies of them on your PC. The

information on these files would be very helpful to an identity thief.

How Often Should | Backup?

Set up backup

| ) Set up backup |

Your files are not being backed up.

Turn off messages about Windows Backup

Buying something that can be used for a backup is the first step. The second

step is actually backing up dat a. |l tds commo
then forget to do it ever again. As a result, the data they recover after a

malware attack is no longer relevant, and much is lost.

The frequency with which you should backup depends heavily on how you

use your PC. A family PC, which is not used to store important files and rarely
contains sensitive information, can make do with a monthly schedule. A

home office PC regularly used to handle client information, on the other

hand, would benefit from a weekly or even daily backup.

|l f youdre fol-$tepwing t*=- = -
appr oach | recommended earlier, easy
backups shoul dnodot be

external hard drives and online backup e

services come with easy instructions for .

backing up information that should make /\ E

the backup process quick and painless. If =) | BD-RDL

you have purchased eithe r of these i e T
backup solutions, | recommend running e
backups on a weekly to monthly basis.

Dondt forget to use a or

your most important data, however. This
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can happen less often  d say, once a month or less. In fact, a family computer

may only need to do this type of backup on a yearly basis. | find that after tax

season is wusually best, as families often wr
accounting once the taxes are finished.

Remember & an out of date backup is a useless backup. The schedules

rec ommend here are general. Use your best judgment, and think about what

woul d happen i f you | ost access to your file
you simply candét | ose, itds time to make a b
will share my thoughts on this one. Nothing is worse than having to redo work

lost because of a malware attack.
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Chapter 8: Recovering from
Malware

Mal ware happens. Il f youdre smart about your
l ucky, you wonot ever have to ywywwewBCQorwith mal w
doing damage to your files. If you have been harmed by malware, however,

all of the prevention in the world does | itt

recovery mode 0 cleaning up after the mess the malware has made.

Reclaiming Your PC

The payl oad from a malware attack can vary substantially. Some malware

will simply attempt to installa  bloatware program or alter a few system
settings, while other forms of malware will render a PC completely useless. The
degree of damage will, obviously, dictate the response.

|l f you suspect or know youdve been hit by ma

you can attempt to remove the malware using anti -malware software.
Malware will often attempt to block the installation of programs that might
remove 1it, but this iIs worth a shot. Mal war e

if it is supposed to respond to attempts to remove it, it may not respond
appropriately or may n ot be able to deal with recently updated anti -
malware software.
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W32 S5 tamt waz successfully removed.

w3275 tanit waz found in file C:MNWINDOWS \apsten32hmeswchi, exe |
attempting to repair executable . done

W32 S5 amt waz successfully removed.

w32 S anit waz found in file C:MWIMDOWShspstemZ2ynarrator, exe |
attempting to repair executable ... done

W32 S5 amt waz successfully removed.

W32 S5 anit waz found in file C:YMWINDOWShepstemZ 2y nbtatat ene |
attempting to repair executable ... done

W 32/5 anit waz successfully removed.

W32 S5 anit waz found in file C:MWINDOW S hepstemZ 2y nddeapir.exe |
attempting to repair executable ... done

W32/5 anit waz successhully removed.

W32 S5 tamt waz found in fle C:YWINDOWShepstemZ2yvnetdde. exe |
attempting to repair executable ... done

You can also try to remove the malware manually. This used to be very

effective, but itdés becoming more difficult
sophisticated. I n order irdstdiscateywherkths, youdl |l n
malware is actually located. Anti  -malware software might be able to point

you to it, or you may be able to find the location by examining the programs

running on your PC with a task manager util:
offender, d elete it. In some cases you may be able to do this easily, but in

most situations you will need to boot your system in a diagnostic mode, such

as Windows Safe Mode . Even then, manual deletion is often difficult or

impossible.

If the damage from the malware attack is more severe, a scorched earth
approach is often the best response. Reformat the hard drive, reinstall your
operating system, and replace your files fr ~ om your backup. This can take an
hour or two of your time, and is obviously a pain in the butt. With that said, this
method of recovery is often quicker than trying to hunt down and delete

everything that i1is infected. |t d&seniyoso unque
believe that youdve managed to remove a mal w
certain that you have done so. l téds all too

system files or disguise itself as an innocent executable.

Protecting Your Identity

Ofcour se, some of the security threats outl i nce
PC at all. Phishing attacks can do quite a bit of damage without every

harming your electronics and any malware attack that successfully hooks its

claws into your PC greatly increas es the chance of an unknown party

obtaining your personal information.

If you ever find that your computer has been successfully infected by

malware, you should quickly reset all of your passwords from a second

computer. This includes banking portals, ema il accounts, social networking

sites, et c. l't isndot difficult for mal ware t
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typing it in, and you shoul dndt underesti mat
these accounts. Losing control of a social media account, for example, can
damage your personal relationships or put friends and family at risk, as your
account may be used to spread the malware.
Password

= By changing your password you will be logged off of all other computers
= Do notuse the same password that you use for other online accounts.
= Your new password must be at least & characters in length.

» Use a combination of letters, numbers, and punctuation.

= Passwords are case-sensitive. Remember to chedk your CAPS lodk key.

Old Password:
Hew Password:

Confirm Password:

Change Password

Having completed this, the next step is to put out a credit fraud alert. The

three major credit agencies, Equifax, Experian and Transunion, can place a

security alert or freeze on your credit report. This step will prevent others from

obtaining your credit report, which will stop most attempts to obtain credit

through your name. It is also wise to speak with the fraud prevention

depart ment of any credit card youdve used onl
companies provide a similar service that will prevent the usage of your card

for a limited period of time. Contact your bank if your debit card is involved.

Finally, contact the Soci al Security Administration if you believe your SSN may

have been compromised. Please note that these examples hold for my

country of residence, the United States. Readers from other nations will need

to contact their nationds organizations.

“siis” ) o
[T ] 1] . -
[ ] as
3.3* Experian Personal Credit Report
A world of insight Step

Fraud Alert
Experian does not and will not disclose the personal information you provide to ws in connection with this service to any third parties for
any purpose unless required by law or for internal audit purposes without specifically indicating such disclosure to you and informing you
of your choice to prohibit such disclosure. For more information see Privacy.
*First Name *Address (include apartment number if applicable) *Social Security Number
Middle Mame *City *Birthday (month/dayfour-digit year)
*Last Name *State
Generation (JR, SR, Ill) “ZIF Code
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If identit y theft does occur, you need to act as quickly as possible. Contact

the appropriate company or bank and ask to speak to fraud prevention. Let

them know that unauthorized activity has occurred, and be sure to ask for a

written copy of correspondence. You do nét want to be denied fr
protection because the first person you spoke to forgot to log your

conversation.
|l tds also i mportant to file a police report
unlikely that the police will be able to catch the perpetrator, or even try, but

filing a police report will make it easier to have the fraudulent charges taken
off your credit report or card. Although most police departments are
receptive to the filing  of a police report, you may sometimes find one that
doesnodt othiakethis istimportant. If that happens, contact a different
law enforcement agency in your area. If you started by contacting the city
police, for example, try contacting the county police instead.

Preventing Future Problems
Once youdve de llvarte erdeinstafiesl yonraperating system, and

youdve done your due diligence in regards to
information, the next step is ensuring that
again.

Typically, this is a simple matter of identifying areas where your PC security
could use some beefing up and fixing them. Hopefully, this guide will have
given you a good idea about what you need to protect your PC. Here is a

quick checklist to remind you.

Install anti -malware software

Install a firewall

Install anti -phishing software

Install a network monitor

Update all software, including your operating system, to its latest
version

6. Create a backup of your important data

a s wdPeE

Of course, you may not have been infected by malware because you made
a mistake. You may simply have been targeted by the right malware at the
wrong time, or you may have been hit directly by a clever hacker. This

http://smidgenpc.com/ | Matt Smith
Page 47
| I MakeUseOf.com




L_E' mﬂkeUSGOf-COm HackerProof: Your Guide to PC Security

doesndt not mean that pr ev éibustimeansyoswenes el es s,
previously unlucky.

Chapter 8: Conclusions

A Summ ary of the Issues

Wedbve touched on a | ot of information in thi
malware threats, scams, the anti  -malware software you need, freeware

alternatives, and more. This is a lot of information to digest at once, but there

arethree points 186d |ike to reinforce.
1.1t is important to protect your PCds se:
there remains a contingent of users who remain convinced that
using ocommon senseod6 will adequately pr.
not the case. It is poss ible for a malware threat to attack a PC
without the userds action, and some of
phishing scams is extremely difficult to detect.
2.1l téds i mpossible to protect a PC against
time. Using anti -malware softwar e, firewalls and other protection
only reduces the chance of a problem. F
This is why itds important to keep a cul
data.

3. You dondt have to spend anything on PC
securing your PC is u sually easier with a high -quality paid product.

1'_ http://smidgenpc.com/ | Matt Smith
Page 48
| MakeUseOf.com




I:.D‘_I mdaxkeyse 3'!-(0“1 HackerProof: Your Guide to PC Security

(Note: Not all paid PC security software is worth the money. Be sure

to read reviews before buying.) I f youd
of security software available may bewilder you. Make sure that you

understand whatever solution you download or purchase.

It would be great to |ive in a world where P
reality, however, and the issues surrounding PC security are likely to grow

more complex. As time goes on, the techniques use d by those who want to

pl ace mal ware on your PC wil/l become more co
that you should be scared, but it does mean that you should keep up to date

with current PC security trends and (once again) keep a current backup of

important data

A Note About Mobile Threats

This guide concerns PC security. For now,
PCs are broadly identified as desktops,
laptops and netbooks. However, new
devices like the iPhone and Android
smartphones are changing the way that
we look at PC security. So far, there have
been only a handful of security threats
targeted at these devices, but it appears
as if there is room for these devices to be
exploited, and considering their popularity,
it 0s Itarkatdr of tinje before they
become a common malware target.

Threats on these devices can also be a threat to your PC, assuming that you,
like most people, at some point connect your device to your PC. Research
into the protection of mobile devicesis s ftill in its infancy, and while there are

someanti-mal war e programs available, their usefu
any case, i1Itds wise to treat these devices w
PC. Did you receive an unexpected email from your bank? Le ave it alone

until you can view it with your anti  -phishing equipped PC. Refrain from

downl oading unknown files and visiting websi
well.
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