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Introduction

Your computer wondt boot.
oCrap, 6 you say to yourself out | oud, oI real ly

Your computer doesndt respond to your mutterings
error message, your computer waits for you to turn it off or throw your keyboard
across the room in frustration.

You think it might hate you.
Dondt panic: weoGDhandy. got a | i

Whatds a |ive CD? 1 tds an entire operating syste
your computer regardless of what software problems your computer might have.

Get your computer started up from a |live CD and
sof tware. Youdll typically find a web browser, s
even a word processor or image editing software.

ltds the perfect tool for computers that wonot b

more than just that. Whether you want to quickly access your data, partition your
hard drive or browse the web securely you should have a live CD handy.

This manual will list many of the things you can accomplish with a live CD, from data
recovery to virus removal to trying out cool operatin g systems.

There are two ways you can use this manual. The first, of course, is to read it from

cover to cover. Youdll |l earn a | ot about | ive CL
The other way to read this book is to explore the table of contents and look for any

tips you might not know already. Youdre bound toc
how experienced you are, so take a |l ook at the t
already.

Getting a Live CD

Before you try out any of neddéogeyotrhandsbrsa, however,
live CD. This can be overwhelming: there are many different CDs out there, many

serving specific purposes.

MakeUseOf.com
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This manual mainly focuses on Linux live CDs, and will often recommend specific live
CDs for specific functions. In gen eral, though, most of the tips found here can be

done from any environment. | f youdve got a favor
I f not, | highly recommend Ubuntu. 1t06s easy to
quite reliable. In fact, many of the screenshot S youdll see in this manua

Ubuntu 11.04, the version released in spring of 2011.

Download Ubuntu
www.ubuntu.com

Want to try something besides Ubuntu? Check out the Live CD List:

The Live CD List
www.livecdlist.com

Youdl!l find a variety of systems worth trying th
Not sure how to use the file you just downloaded? Keep reading; your live CD
adventure starts at th e beginning.

1. Boot From CD

Wedll start with the most obvious wuse for any |
Live CDs are usually downloaded from the Internet, and are typically offered in the

.iso format.

Dondt be afraid: this fiilceklcyangubiet ebueranseid yt.o YD 69
burner, of course, and a blank CD. Some larger live environments require a DVD, so

youodl I need a blank DVD for those. I n either cas
writable disk for your live environments i this makes upd ating or switching to a

different live environment easier.

I f youdre already running Linux-ekplamatory.dugt t hi s f i |
right-cl i ck the |1 SO file and click oBurn |I mage to D
same for Mac users .

I f youdre using Windows, however, youlre going t
you have Nero or similar software on your computer, use that. If not, check out this
article to find software right for the job:

The Best Free Alternatives to Nero
bit.ly/25Xv0h

http://justinpot.com | Justin Pot
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Once youdbve burned your CD youdll have to boot f
the sort of computer youdre usi ng.tom@iaalyniost PCs &
itds in the drive when you start wup. | f this doe

order in your BIOS by entering setup.

www.dell.com

I f youdd rather not do this, you can also usual/l
pressing a certain key when the computer turns on; on a Dell, for example, the
button is almost always F12. Most computers will tell you, at boot, which key to press

to enter the boot menu; check your computerds do
information.

OnaMactheprocess i s si mpler: hold the 0C6 button when
on. That ds it.

Once youobve started the boot process there real/l
on-screen instructions and wait for your system to boot.

< Q) 18:27 @ ubuntu ()

. 5 Install Ubuntu 11.04

On rare occasions your computer wondt boot a particular | ive CD
couple of different live CDs on occasions such as this. | recommend the Live CD List
for this:

MakeUseOf.com
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The Live CD List
www.livecdlist.com

2. Boot From A Flash Drive or SD Card

Dondt have a CD drive? Run your |ive CDs from a
if you have a CD drive, booting from a flash drive is frequently faster than booting

from a CD; even better, you wonot be wasting CDs
Youdre going to need an extra drive handy, of co

empty, because the process of writing a live environment to a flash drive might wipe
your drive clean.

There are two main programs for writing an .iso file to a flash dr ive or SD card. The first
is a piece of software that runs on Windows, Mac and Linux machines:

UNetBootln
bit.ly/xd5du

This program is easy to use:

(@) Distribution == Select Distribution == | [== Select Version ==

Welcome to UNetbootin, the Universal Netboot Installer. Usage:

1. Select a distribution and version to download from the list above, or manually !
specify files to load below.
2. Select an installation type, and press OK to begin installing.

Tell UNetBootinwhi ch Live CD youdd |ike to download, or
an .iso file youdve already downl oaded. Then tel
I f youdre using Windows to create your |ive CD,
you can try:

Linux Live USB Creator
bit.ly/h11vL5

1'_ http://justinpot.com | Justin Pot
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Similar to UNetBootIn, but with a very clear user interface, Linux Live USB Creator is a
series of simple steps to follow. For example, you need to pick which USB drive you
want to make bootable:

Once youbve done that you simply pick your |ive
above article will fill you in but itds pretty e
Once youbGve created vybovuer gfolta stho dbroiovte ,f ryoonru it . Th

pretty much the same as booting from CD, so review section one to find out about
booting from different devices.

3. Recover data

Got your live CD started? Cool. Now you can access your data, even if your primary
operating system isndét working.

Youdl!l need to fire up your I|live CD6s main file
called Nautilus; you can launch it by hitting the home button in the application
launcher.

®  Home Folder = < ) 18:32 @ ubuntu

F,»

Examp

L

Places v R 4 || [@ubuntu

@ ® Q 100% ® |iconView =X

e

& ubuntu

i@ Desktop u -j ﬂ j

3 File System

> Desktop Documents Downloads Music
=i Network
3 15 GBFilesystem A e | = | > |
Open the file browser anteydaddligee ybDatedomBin

to browse their files. Most of the time this will give you all the access you need.

I- http://justinpot.com | Justin Pot
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From here you can grab any data you want and back it up. The best way to do this
is with an external hard drive or a flash drive, but you can also access network drives
for the job if you like.

4. Restore data

You can do more than read and recover your da ta; you can write to your drives as

well . I f youb6ve got information you want on your
faster way to copy large volumes of information (particularly if your primary

operating system is Windows XP.)

Just open the file brow ser, and then open the drives you want to move information
to and from. Then copy your data!

Note that not every live CD supports writing to NTFS drives, the default sort of drives
used by Windows. Ubuntu does, as do a number of other CDs, so research you r live
CD before you try to use it for writing to Windows drives.

I dondt know of any | ive CDs that can write to N

5. View data in a map

Sometimes it can be hard to figure out what information you need to back up, or

even where most of your information lives. Luckily most live CDs include some sort of
disk usage analyzer, showing you a map of the content on your drive:

— Exampl € Disk Usage Analyzer
Xamp
| -
.l
@Scan Home 1 [l C

0| =
- TS (RO [otal filesystem capacity: 18.1 GB (used: 9.0 GB available: 9.1 GB) | View as Rings Chart

g Folder Usage size »
% l ¥ basbfcd5-cec3-4813-b I 100% 4.1GB
. = " usr 56.9% 2.3GB
i‘ » home 15.3% 637.0 MB
= » var 12.0% 498.4 MB
* lib 11.1% 461.5 MB

> opt 2.1% 86.2MB

» boot 2.0% 82.1MB

» etc 0.3% 13.1MB

sbin 0.2% 6.9MB

Youdl !l find a oDisk Usage Anal ye#t mendbuttomandJbunt u by
typing 0Di skid.s k@Bn yosame an browse the menu to 0Sy.
application. Youdll need to run a scan, but once
I- http://justinpot.com | Justin Pot
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6. Browse hidden data

Some folders are hidden. You can expose these folders on any Linux live CD with

yourfile br owser : julétfplrkeewedCby oOo0ho6. This will show
giving you easy access to them.

7. Search for a file quickly

Still candét find the file youdre | ooking for? Lu
some sort of search featu re. Open your hard drive, and then check your file browser
for a search bar and youdll quickly be scanning

certain drive:

Search For ".kExt"

€ @B Q 100% @ |iconview =1 el

Places v %  search: [[txt Q]

Ml &=Back ~

sl ubuntu

. Search results Reload | &
é @ Desktop
l 1 File System Location = | |E215GBFilesystem 3 NS -
1 =] Network
‘ 15 GB Filaay 1 15GBFiles... & RE:.en ::vﬂ E%ﬁ %g‘:l |
- O Trash a8 ) o B b ]
@ Documents 0.1-changes.txt 000_Acoustic_ 035_Kick_1.txt 036_Kick_2.txt

Grand_Piano.txt

il Music

” anp=t st R anp=}
= Pictures Hand G Low 1 nig 1

i@ videos e e k] e

N N P n2a f'l:n‘l-l:nfl Fvk NnA1 Tam ;A\ll 2 Fvk NnA2 Tam |-e;|.1 1 Fvk NAC Tam ;\Airi 9 Fvik
This is great if you know the name of a file you
locate d. |1t can even come in handy if you only knoyv

recover; just search for the file extension.

For example, a QuickBooks file will typically be sporting the file extension .qbd, but
where on the hard drive QuickBooks stores  its data seems to be random. A search
can reveal all such files quickly. You can use the same method for almost any file
type, so have fun.

8. Bypass Windows permissions
So you want to recover files that, for whatever reason, are not accessible to you
from within Windows. Perhaps they are stored in a protected user account, and the

password is | ost. Later wedl | show you how to re
want to access the files thatds also possible.
Youdre going to need troamsumoydur Dfoinlbe oowsge it
sounds.

I_ http://justinpot.com | Justin Pot
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I f youdre running Ubuntu, simply press o0Ctl o6 f ol
nautilusdé. Youdll soon have a file browser open
of permissions.

Still c a n értain falders2Yos might have a corrupt hard drive, but keep
reading to find out how to crack Windows passwords just in case.

9. Delete excess files

Filling up your hard drive too much can cause Windows, or other operating systems,
to run painfully slow . Delete excess files from a live CD to get your system running at
full capacity.

Simply use your file browser to delete any excess files. Be sure to empty the recycling
bin as well, or this will have no effect.

Need to know which files to delete? | highly recommend using the above -
mentioned drive mapping tools to see whatos taki

10. Edit Office files

Did your main operating system crash at a bad ti
and work on your files from the Ubuntu live CD.

Libre Office, which is built on to the Ubuntu live CD and many others, can open all of
your Microsoft Office files, giving you a way to work when your main operating
system has completely crashed.

@ ) Untitled 1 - LibreOFffice Writer = < o) 18:38 @ ubuntu O
File Edit View Insert Format Table Tools Window Help
A A e e v Al o @E-RIBSE | o
E@ Default = | [ Liberation Serif vl [12 [~ & 4 é}; | | EI | % e i i
E '"4'."';]""J"'Jz""a.'"';3"L"";4"';"'LS' 'L""¢6"';."' )
: )
This can be a |ife saver if youbve got a paper ¢

fix your computer.

:l, http://justinpot.com | Justin Pot
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11. Connect to a network server

A great way to back up any data you want to recover is to upload it to an FTP

server, or any other network location. Luck ily you can do this from Nautilus, the main

file browser for Ubuntu and many other | ive CDs.
first, of course, so check the system tray to masa
Internet. Ubuntu supports most wireless cards, b ut you may need to plug your

computer into the Internet directly.

Once youOve wor,&perdyoutfile brawseo. Mdw you can get connected:

Si mply open your file browser, then click the O0F
youdve done QohninsectcltiockSedr ver . 0

Examples

e @ | IconView | Q

Connect to Server

3 Places AR g ] - y L
4  Install Ubuntu ? Service type: | PublicFTP =
& ubuntu -
B8 Desktop Server: m ‘
— File System Optional information: Downloads Music
lisi Network
15GBFiles... & s - .
2 Trash Folder: i7 j
Templates Videos
IF) Documents Add bookmark
‘MUSK Bookmark name: [I i i :i
g h buntu with file
i@ Videos Help Cancel Connect R Ublrjgwser_png
& Downloads
|
As depicted above, youdll see a bunch of differe
and SSH are great if you have such servers set up elsewhere. If you want to connect
to a Windows computer you can do Kndwdhe as wel |l , b
computerds name or | P address.

Thereds an easier way to connect to Windows shar
ONetworko6 icon in your file browser. Youdl !l find
browser and to explore.

12.Set up a temporary SSH server

Youdre not I imited to just connecting to servers
from a live CD. The simplest way to do this is to install OpenSSH. To do this on Ubuntu,

open the terminal and type this command:

sudo apt - get install ssh

Al ternatively, you can find the 0sshdé package in
whatever the package manager is on your |ive CD
installing this package youol |l have an operati on

Eﬂ. http://justinpot.com | Justin Pot
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Of course, youbol | passswardifor themalk nsenaccaouht.erhe
username is Oubuntud6, and you can set whatever
command:

sudo passwd ubuntu

Once youobve set your password, youol/| be abl e

Read more about SSH
bit.ly/jm3RHV

13.Set up a temporary VNC server
I f SSH isndt your style maybe VNC is. This al/l
computer from Windows, Mac or Linux computers.

Read more about VNC
bit.ly/gO3EH2

Enabling VNC on Ubuntu and most Linux  -based live CDs is simple; just enable the

ORemote Desktopd6d6 function in the menu. You can
bybrowsing t he O0Pref er enc es 6 -basedsysteina Settirig leverythingi n u x

up only takes one click:

Remote Desktop Preferences

Sharing
Allow other users to view your desktop
Allow other users to control your desktop

Your desktop is only reachable over the local networ
Others can access your computer using the address
192.168.1.23 or media.local.

Security
You must confirm each access to this machine

Require the user to enter this password:
Configure network automatically to accept connection

Read more at MakeUseOf:
Ubuntu Remote Desktop
bit.ly/ai NGsp

Eﬂ. http://justinpot.com | Justin Pot
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14. Recover From Corrupt NTFS Drive

Have an NTFS drive that wondt boot, or that Wino
how frequently a |Iive CD wondét have any troubl e
your live CD when this happens and see if you candt get in. | f nothing

be able to recover a couple of vital files.

This isndt a sure thing, though, so dondt get yo

15. Force Windows to scan partitions

Still candt get at your data? PerdjaspnsedNdT FS i s co
be checked in order for Windows to boot and for you to get at your data. You can

force Windows to run this check from Linux, which sometimes can be enough to get

your Windows computer up and running again.

Simply install the package o6 nt f sprogsé in your | ive environmen
package manager your live environment has. In Ubuntu, this is the command -line
based apt (command: sudo apt -get install ntfsprogs) or the Ubuntu Software Center.

Once youdve install edan hues ep atchkea gceo mnyaonud cont f sf i x
the repair. Youol | have to point to the partitioc
command, of course, so this might not be a great tool for the command -line shy.

Windows will check the drive next time you boot it, unless the problem is hardware

related.

16. Test memory

A bad stick of RAM can drag your entire computer down. As such, if your computer

crashes constantly, it can be a good idea to check if your RAM is functioning.

Al most every |live CDBtioncolpudeosn ad uormenngt eboot . Sel e

and a test will run:

1924M
2 Intel id

Cached RsuwdMem ECC Tes

(ESC)Reboot C(clconfiguration (SPlscroll_lock

http://justinpot.com | Justin Pot
| Page 15
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Bad bl ocks wild| be pointed out to you; if you seEe
stick of RAM.

17. Testyour hard drive

Hard drive problems can al so dopdidpatachecktiseirem down,
health fromtimetotime fAparti cul arly i f youdre having probl
Ubuntu, and many other live CDs, come with a disk utility for checking this:

M| oce! storaee Model: ATA ASUS-PHISON 55D
C PATA Host Adapter Firmware Version: T5T2.0P4
B2801GBM/GHM (ICHT Family} SATAIDE Controller Lecation: Port 2 of PATA Host Adapter
| 4.0 GB Hard Disk Write Cache: B
e ATA ASUS-PHISON 550 R
peripheral Devices Capacity: 4.0 GB (4,034,838,528 bytes)
= LISE, FireWire and other periphe Partitioning: Master Boot Record

&| Single Flash Reader B )
8 Single Flash Readar (£ Format Drive

Volumes
This software will show you all the information you could ever want about your
storage devices. You can even check your SMART data, which will give you an
overview of the drive. Things | i ke bad sectors a
drive youodoll see a recommendation to that effect

18. Test Other Hardware

The Ultimate Boot CD, built from the ground up to allow you to test hardware,
contains hundreds of different tests for a wide variety of different hardware. Whether
you want to know if your graphics card, CPU or anything else is starting to fail, this is
the disk to get.

http://justinpot.com | Justin Pot
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Ultimate Boot CD US5.8.8 http:/ 1nun.ultimatebootcd. com

BIOS

Thetext-based interface can take some getting used t
of power here.

bit.ly/3Vk4Uo

19. Diagnose if an issue is hardware or software
Have a computer problem, but dondt know whether
software? Live CDs are perfect for diagnosing this.

Si mply boot your computer from a |ive CD, and se
experiencing happen. If they do, you will know your problem is hardware: no virus,

registry corruption or other software issues can affect your live environment.

I nversely, if the problem doesndt occur in the |

a software issue on your hands.

Thisisbynomeansasur ef ire test, but itds a great way to
focus your efforts.

20. Use a computer without the password

Dondt know the password to the family computer,
anyone to get it? Dondt wor erfromayjive CDwhatleer use any c
you have a password or not.

Since the environment is completely separate fro
environment, knowing the password isndt necessar
software installed on the computer, of course, but itds a great way to get

and a few odd documents.

| “ http://justinpot.com | Justin Pot
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21. Hack XP Passwords

Oof course, I f youdre feeling evil, you could jus
software called Ophcrack can get you into almost any Windows computer.

Ophcrack can Crack Almost Any Windows Password
bit.ly/wKQozZ

This program can decrypt any Windows password, but needs tables to do so. The
easiest way to use it is from a live CD, built specifi  cally for cracking XP passwords and
including alll necessary tabl es. Happily itds an

Download The Ophcrack Live CD

bit.ly/YgONE

Load Delete Sawe Tahbles Stop Help Exit
. =
Progress [ Statistics | Preferences ]
| Us=r s | LM Hazh | NT Hash LM Pwd 1 LM Pud 2 h
Administrator 681c636dbffB009]... dOe3esbf3e287c2. . 4
Guest 3ldEcfeldlGas=as... empty
HelpAssistant b52ca7l3fGB508... GacalBd9d0d41c62. .. TOLEMHWY
SUPPORT_388945a0 22 0baBlcd 70949,
jpat 31dfcfel0d]fasd 3. .. emphy
| Table | Directory | Status | Progress
[+ @ XP free small {/mnt/hdc/tables/x... 100% in RAM [

Just boot t hi s Illhave ywur@aBswadedentyatlyuHbw long it takes to
get the password depends on how secure the passw
eventually.

22. Hack Vista Passwords

Need to hack a Vista password? It doesndt wor k a
for this from OphCrack as well. The CD works just the same as the XP version: boot it

and wait for your passwords.

Download The Ophcrack Live CD
bit.ly/YgONE

Wi ndows 7 us e rofluck fermawdSorey almut that!
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23. Safely use infected computers
Concerned about wusing an infected computer? That
to spread the virus to your flash drive or any other computers on your network.

If you need to get some work done on a computer you know is infected, however, a

live CD is the tool for the job. The virus wonot
S0 you can make temporary use of your computer without fear of infection. Best of

all: you can access your files.

24. Scan with BitD efender

BitDefender On-demand Antivirus Scanner

) Perform Scan

Thatds right: you can scan your computer with Bi
perfect if a virus has infected your computer so badly that it cannot boot. You can

update virus definitions and run  a scan easily with this dedicated live CD; read all

about it in this article:

BitDefender Scans Your Computer When All Else Fails
bit.ly/ca5QdX

25. Scan with Avira

Whet her Bi tDefender didndét do the trick or you |j
another option. The Avira Rescue system is a live CD from the Avira team that makes

scanning your system for viruses easy; just boot, update and scan.

Download Avira Rescue System
bit.ly/euGNCu

[ http://justinpot.com | Justin Pot
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26. Scan with AVG

Thatds right: AVG also offers a scanner that Dboo
AVGOs protection, or @®@mues jluvt eolvli eomimegtant iher ¢
download:

Download AVG Rescue Guide

bit.ly/cQEOiy
27. Scan with Kaspersky
Yet another live CD from yet another anti -virus company, but this onef¢
havingaround. K asperskyds protection is among the best,
access to it even when you dondt have access to
N LD /.
Objects Scan |~ My Update Cenier | ‘

Scan your computer

Scan your computer for the presence of viruses, trojans, warms, spyware and other
threats.

Li‘! Start Objects Scan

Mever started

[ & Disk boot sectors
[V [ Hidden startup objects

~ &c

Kaspersky Rescue Disk Saves You From Reinstalling Badly Infected Windows
bit.ly/90i2gr

28. Scan with Panda

Just for good measure, you can also scan your computer from a Panda live CD. An

up-and-comi ng antivirus vendor, Pandads offering gi
malware scanning.

Download Panda SafeCD
bit.ly/9fRjn9

29. Edit partitions
On just about every live CD, including Ubuntu, is a program called GParted. This
piece of software is a very good partition editor:

GParted 0 The Ultimate in Partitioning Software
bit.ly/b3Do2L

I_ http://justinpot.com | Justin Pot
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From within the software you can change the size of any partition. Just right -click the
partition, then cl anecdsy-Reasderggamdwindowwu 6l | see

ﬂ Resize/Move /dev/sdb1

I

Minimum size: 1513 MIB Maximum size: 3883 MiB

&

Free space preceding (MiB): |1]

New size (MiB): |3883 |-

Free space following (MiB): |.I2I 4

[sfl Round to cylinders

-

You can use this software to edit the size of your existing system partitions, which is
nice i f youdre | ooki ng -boaingforifea justwantsopace f or dual
separate your data from your operating system.

Justsoyou know: always back up your data before editing yol
unlikely, but something could go wrong resulting in you using your data.

Want a live CD specifically for running GParted? Check out the GParted Live CD:

Download The GParted Live CD

bit.ly/3hhg
30. Add partitions
GParted isné6t just great for resizing partitions
empty space to get started. Formats supported de

using, of course, but Ubuntu and the GParted CD support NTFS, FAT, EXT2 -4 and
more.

31. Delete partitions
Ready to get rid of an old operating system? Deleting a partition is easy: just right -

click it and click oDelete. o6 Youoll be warned of
through with it if youdd I|ike.
I_ http://justinpot.com | Justin Pot
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This might affect your boot loader, so only do this if you really know your way around
computers.

Note that data can be recovered from deleted par
protection from the CIA.

32. Hack Wireless Passwords

Feeling evil? You can always try your hand at breaking into your own protecte d

wireless networ k. Breaking into someone el seds n
responsible for your actions.

BackTrack is a security -oriented Linux distro, capable of many things. It really could
be the subject of its own guide (and might be in the future), but part of its toolkit is a
piece of software that can break WEP passwords.

Read More About BackTrack  to see if you might be able to use it.
backtrack -linux.org

33. Play your Media

-t Music
P,

* Photo

Video

«©

a BookStore
@ \Weather

iﬁ? Configuration

Want to play your media in an operating system that boots quickly? GeexBox might
be what youdre | ooki ng uitkdyrandgiVels yos anlelegargewaZ D st ar t s
to browse your media files.

This is a fun piece of software to explore, so get started:

http://justinpot.com | Justin Pot
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Download GeexBox
geexbox.org

34. Test drive software

There are thousands of free programs  out there, and most of them can be quickly

installed in Ubuntu. I f you want to try these pr
them on your hard drive, why not try them from a live CD?

Ubuntu Software Center

g Get Software [ 4 | b ][Get Soﬂ:ware]
Ej Installed Software

@ History

Departments

% Accessories p‘ Developer Tools

% Education Aq Fonts

oM Games A% Graphics

Youdll find the Ubuntu Software Center once you
install a lot of software. This works in the live environment, giving you a chance to try
out lot of great Linux software without having to install Linux.

Naturally this tric k can work on non -Ubuntu live CDs as well, though your mileage
may vary. Try it out with your favorite live CD to find out!

35. Clone Your Hard Drive to Image

Want a backup of your entire hard drive, includi
possible. Clonezil Ia, a live CD made specifically for cloning hard drives, can create

an image of any hard drive. Best of all, you can create this image on a variety of

different places:

__'_' http://justinpot.com | Justin Pot
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Thatds right: the i mage can be created on a | oca
locat i ons. The process can take a whil e, but i tos
system backup.

You can also use Clonezilla to restore your hard drive from an image, of course. The
text-based interface is spartan but easy to understand, so give it a shot. As always:
be careful and back up your data.

Clonezilla: Free Advanced Hard Drive Cloning Software
bit.ly/44LKY3

36. Clone Your Hard Drive to Disk

If you bought a new, bigger hard drive, you might think replacing your current
primary drive with this new drive will be complicated. Not with Clonezilla. This live CD
is not only great for backing up your system to an image: you can also copy your
entire hard drive to a different drive.

Just sel eedtevoidceevoi cteo get started. Youdll need bo
to your machine, of course; a USB enclosure can make this simpler but installing both
drives internally works too.

Clonezilla: Free Advanced Hard Drive Cloning Software
bit.ly/44LKY3

37. Browse the Web Securely

Most browsers come with a privacy mode. This mode usually leaves no trace of your
activity, be it in cookies or the browser history. For most people, this provides enough
cover.

I f youdre really paranoid, however, | highly rec
secure browsing. No information from your browsing session will ever be written to
your hard drive, leaving your session completely secure.

http://justinpot.com | Justin Pot
| MakeUseOf.com

Page 24



http://www.makeuseof.com/tag/free-advanced-hard-drive-cloning-solution-from-clonezilla/
http://www.makeuseof.com/tag/free-advanced-hard-drive-cloning-solution-from-clonezilla/

% makeusecf.com 50 Cool Uses For Live CDs

38. Securely use a public computer

Do you trust the public computers at hotels or at your local web café? Me neither.

Theyodore |Iikely to be infected, asontkeoneisBleggingds al way
your browser history or otherwise invading your privacy.

lt6s best to avoid accessing private informati on
use one a live CD can give you quite a bit of added protection. None of your
informationwill ever be written to the hard drive, and vy

any software -based keyloggers and malware.

ltds not completely secure, however: people watec
passwords and hardware -based keyloggers do exist. Still, a live CD s the ultimate
software layer of protection.

39. Bypass snooping parents or employees
Do your parents, or your employers, log everything you do on your computer?

Creepy.
If their logging system is software -based, and runs on your computer
you can bypass it. Just use your computer from a
the clear.

Note that this will not help if the monitoring system works on the network level. Sorry!

40. Work around filters

This strategy can also apply to filtering sy stems, if these systems are local and
software based. Whether you want a Facebook fix at work or something else at
home, a live CD can give you access to the entire Internet easily.

Note that this wond6t help if the dnyfitersslo wor ks on
today. You @bxy fontteae d a

41. Bypass a corrupt master boot record

The previously mentioned Ultimate Boot CD contains a handy feature: you can boot

Windows even when the MasterBo ot Record is missing or corrupt
opt ion right when the CD starts up.

This will allow you to boot from your partition of choice. Once you get into Windows
you can fix the boot record, if you know how.

Download The Ultimate Boot CD
bit.ly/3Vk4Uo

http://justinpot.com | Justin Pot
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42. Repair a corrupt master boot record

Of course, you can repair your master boot record from within the Ultimate Boot CD

as well. Under the oOpawybubti bnéi mdnanobpt
This tool is your ticket to getting everything back to normal on your computer.

43. Playing games at work
Does your employer prevent you from installing software on your work computer? Is

thiskeepingyoufromplayi ng games at work'> Thatc")s a
| B g '/‘\’f‘,

UY : {@ ,

hos €BI

s hame.

Good thing live CDs can give you access to any software you want. You could just
boot the Ubuntu live CD and install games from the Software Center, or you can use
a dedicated gaming live CD.

For your convenience, find a list of gaming -oriented live CDs over at the Live CD List.

Live CD List: Gaming
bit.ly/IWi3ig

44. Using unauthorized software at work

Of course, the above method works for more that just games: you can make use of
any unauthorized software at work using a live CD. Just find a CD with the software

that you want to use, or just run Ubuntu and install your programs using the Software

1'_ http://justinpot.com | Justin Pot
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Center. Wi th thousands of programsntingfor choose fro
variety.

45.Guest operating system

Want your guests to be able to use a computer, b
primary operating system? Why not start up a |iv
secure environment but is more than enough to get people onto the web.

Things could get messy if they mount your drives

this you could always temporarily unplug the hard drive, though.

46. Try Out Sugar, the OLPC interface

The One Laptop Per Child  project aims to put a laptop into the hands of every child
on earth. The project involves cheap laptops, and a custom Linux environment. This
environment is famous for its deceptive simplicity, which slowly expands as the child
learns more about more about the system. It connects children with friends around
the world and ultimately aims to make kids experts with computers and even basic
programming.

You candt buy one of these systems far yourself,
interface that powers them.

Download the Sugar Live CD
bit.ly/3vjfs
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47. Try Google's Chrome OS

',' New Tab \ 553 i Q
¢ a P

For quick access, place your bookmarks here on the bookmarks bar

Apps

o ) ( . =
B ou @) . -
"l." m —‘° »
Entanglement YouTube Poppit Scratchpad Google Maps Gmail Web Store
talk <
&
Google Talk Google Docs Google Calen Google Reader Google Books

Most visited Recently closed

@ chrome

The next step in Googleds mission to take over
assumption that, on the modern web, only a browser is necessary to use a
computer, Chrome OS is revolutionary (and, some say, misguided.)

Judge for yourself. As of this writing there is no official download for Chrome OS, but
an unofficial download of the system is ready for you. Find it here:

Download Chrome OS (unofficial)
getchrome.eu

48. Try out Linux

Of course, you can try out pretty much any Linux distro from a live CD these days.
Ubuntu is a great starting point, but  there are so many CDs worth checking out.
Browse the Live CD List to find one right for you!

The Live CD List
www.livecdlist.com

49. Install Linux!

t

I f youdve done even half of t hethepowesoflinox t hi s gui

on the live CD. Why stop there? Pretty much every live CD out there allows you to
install the system to your hard drive. If you think Linux may be right for you as a
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Page 28
| MakeUseOf.com



http://getchrome.eu/download.php
http://www.livecdlist.com/

[y makeuseof.com 50 Cool Uses For Live CDs

desktop operating system, itds pr otwarglyoy ti me t o
can dual -boot, leaving Windows in place. You might one day stop using it, though!

50. Coasters!

Have an outdated |Iive CD you no | ongwitableneed? |t G
disks or USB drives for just this reason, but if your live CD was neither of these you

might think you have a useless hunk of plastic.

Such CDs make great coasters. While p

You dondt
i sndét terribly geeky, these coasters are

damage

Conclusion

Youmay havenoticed: | i ve CDs have many, many uses. Il 6m s
but that only goes to show just how useful these tools are.

We write about live CDs fairly regularly at MakeUseOf; you can keep track of such
stories using our live CD page:

Live CD stories at MakeUseOf
www.makeuseof.com/tags/live -cd/

Thank you for taking the time to read this guide, and have fun exploring those
articles. Feel free to email me with any more live CD ideas:

JustinPot@makeuseof.com
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